e-Portal

User guide

Status: Final
Author: Worldline
Classification: Public

WORLDLINE &7



Public

Table of Contents

2.1
2.2

221
2.2.2
2.2.3
224
2.2.5

3.1

3.1.1
3.1.2
3.1.3
3.1.4

3.2

3.2.1
3.2.2
3.2.3
3.24

3.3

3.3.1
3.3.2
3.3.3
3.34
3.35

3.4

341
3.4.2
3.4.3

e-Portal
© Worldline

Password ManagemMENt ..........uuuuiiii i e e e e e e e e e e e e e e e e e e e e eaata e e eeeaeeeanes 5
L0 R 0 E=T A= U0 =T 0 g 1T o PP 5
Create USers and ProfileS.... ... 5
Change useur.s.0. ... ght s e, 8
Delete and dEACLIVALE USEI'S .......iiiiieeiiieeiiiiiie e e e e e e ettt ees s e e e e e e eeeettaaa s e e e aeeeeaaennaaaaeeeeeenenes 9
SArCh and EXPOIT USEIS ... .o 11
ACCESS AUMINISITALION ....eiiiiiiiiiiiiiiiiiiiiee ettt e e e 11
IMIMEAIALE TEPOITS ... ettt 14
Journal Of trANSACHIONS.........cuiiiiiiiiiiiiiiiiiee e 14
0] = 1RSI o) 1= g 1= T o o L P 20
Capture Of traNSACHIONS.....ccci e 22
SO EIMENES. .. 23
Yol a1 T0 (8] 1= I =T o[ £ SRSPPRRRR 25
SUDSCIIDE 10 @ TEPOIT ... 25
Personalize the FEPOIT. ........uuiiiiiiiiiii bbb nnennnnes 29
(D= Eo Yo B (=1 (=101 (o] PO URPPPPRPPN 34
CoNNECLION 10 The SFTP....oeiiiiiii e e e e e e e e s e e e e eeeeaees 34
Transactions MaNAgEMENT .........ooiiiiiiii i e e e e e e e e e e e e et e e e e aeeeeeeseeaaaans 36
RefuNd @ tranSACHION. ......coiieeieie e e e e e e e e e e e e eeane 37
Perform an additional SAIE .............uuuuuuuuiiiiiiiiiiii e nnaanne 38
=T {0 = 1Y [ N 0 TSP 39
Manage YOour dUPHICALES..........uu e e e e e e e e eeeees 40
Protect yourself from fraud............ooo oo 41
Financial reCONCIlIALION. .........oouui e e e et e e e et e e e ra e eees 44
Retrieve information from the reconciliation .............cccoooiiiiii i 44
NON-TECONCIHEA FEPOIT ...ttt nesennes 45
Subscribe to a reconciliation rePOIt...........ooi i 45

Page 2 of 60



4.1

41.1
4.1.2
4.1.3
41.4
4.1.5
4.1.6
4.1.7
4.1.8

4.2

42.1
4.2.2
4.2.3
4.2.4
4.2.5
4.2.6
4.2.7
4.2.8

e-Portal
© Worldline

Public

Api Key and secret CredentialS.........oiiee e iieeeiiiiei e e e 47
KBY POINTS ...ttt 47
HOW t0 get the fEALUIE ... e e e e e eaaes 47
Customer Not fully CONFIQUIEM .......cooiiiiiiee e e e e e eeeeees 48
DiISPIAYING APT KEYS ...ttt 48
Y I e AR o (=T 0 1=T = (o 49
E o I C=To =T g L] = (o] o B PPPPPPPPPP 51
APTKEY FEVOKE ...ttt e e e e e e e e et eaa e 51
LT F= L 1= | PP PPPPPPPPPP 52
Webhook and secret CredentialS...........oovveeiiiiiiiieee e 54
OVBIVIBW .ttt e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e aaaaaaaaaaeas 54
KBY POINTS ...ttt 54
HOW t0 get the fEALUIE .. ..o eeeeeaees 54
Customer Not fUully CONFIQUIEA ........cooeeeeeeeeeeeeee e 55
Displaying WEDNOOKS ...........uuiiiiiiiiiiiiiiiiiiii e nnnee 55
LVAYZ=T o] aTo o] 1= o [o 1 aTo PSSP 55
WEDNOOK FECIEALE ......veei e e et e e e e e e e et eeeees 58
AT F= L 1= PP 58

Page 3 of 60



Public

e-Portal is the web interface of Worldline which allows you to visualize and manage your transactions

processed by your payment terminals and your online websites. It is designed to set up, monitor and analyse
your payment and transactional data.

The e-Portal is tailored to your needs. Your company accesses the portal via a secure instance, which only
contains its own information.

The portal is structured around several modules, activated according to the what you have subscribed:

- Reporting : view and manage your transactions
- User management : create and manage users

¥ QA_ePortal_AX Admin Admin [©)

Hello Admin, you can access to your applications:

Omnichannel Reporting Onboarding Terminal Management
ﬁ B immediate reports & Requests % [ snapshot

£ scheduled reports === [& Merchants =3 [ software overview
Online Payments Back-office Access Management

@ Main menu o0Oo * .

B Journal CDJ e

1P Administration Internai

Version : 9.3.0-SNAPSHOT

Released : February 22th, 2022
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Access management is a standard feature, available with your e-Portal access, whichever contract your
company signed with Worldline.

nnel Reportin

e all your payment trai

Terminal Manage

Monitor your estate of paymer

Online Payments Back-office
rminals Manage you rvi

ervices

r online paym

E @ Immediate reports Ell Snapshot @ Main menu
B Sscheduled reports o [3] Software overview B Journal

View all tools E!, Hardware Overview

[0 Q  Access Management o Active users: 191 o Inactive users: 42 N - |
ﬁDj Create and manage your users

It will allow you to fully manage the users accessing your portal, their rights, and limitations. You can:
group them by creating and assigning profiles, limit or block their access from outside the company network
by creating whitelists, modify their rights, deactivate, or delete them.

e-Portal will enforce the following password management rules:

A The use of strong passwords i to lower the risk of a security breach, a password must be of at least 10
characters long, must contain letters, numbers, uppercase, lowercase, numeric characters and special
characters.

Regular password change - you will be asked to change your password every 90 days.

Limit password re-use - your new password cannot be the same as your last 12 passwords.

Maximum of 3 login attempts i if you try to login 3 consecutive times with a wrong password, your
password will be locked. You will have to use the Forgot Password? link to reset it.

o Do Io

The users of your organization must first be created in the system, then be granted permission to access part
(or all) of the e-Portal features. They may be restricted to selected levels of information.

For users of your network to be able to use the portal, you must add them to the system.
You do so by creating a profile each and giving them rights. You can also manage groups within your
organization by creating profiles.

Fill in the fields as described below and save once you're done:

e-Portal Page 5 of 60
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When creating a new
user, you can assign
them a Profile.

Login w Email First Name Last Name Level Comment
i 00000fma@telnet.  0OO0OFMAQteine.  Fatma Fatma ALL
a il 0001hme. 12 ALL
Ossactivate oeer 0001hme@ingeni abc o ALL
Edituser
0002hme@ingen: with restriction n Shop.

Delete user

Enter the details for

Données & caractive personnel

each user accountyou Nivema focob do s -
create. -
The Comment if any Oubowten o

will appearin a column
of the users list.

To ease the process,

you can base the new
user on an existing

profile.

Orots bes au palement Fusean hecare Forsdmf

o -

Uniser e rofi existart. Faruiaf

aveun -

550 fadiet

Add a new user
Feaeratea 550
Personal daca
User sccess level User access level
User Management Rights Senctalevel
"
Onboarding
FTP Rights
TMS Rights User Management Rights €
GPRS Rights User anagement st
Payment Rights %

2020-11-26 0709

2020-12-1003:17:.02PM

noz.

2019-08-30 11:03:

2020-04-03 0411,

Adrease ema de contact

Nom

Langue po défaus Faculsnf

Englan

M

2020-07-20 09:36:46 AM

2020-12-1601:47:39 PM

Profile

2020-1217 11:57:02 .,

An email address is
mandatory, in order
for the user to
receive their
password to connect
to the ePortal.

Define if you want this

user to have

management rights over

other users or not.

Click on Add
a new user

User Type

Not federate

Federated

Not federate:

Page 6 of 60



Add a new user

Then checkthe '\
access rights to
the available
modules for this
user.

N

Once they are created and have access to the portal, the user's actions on the e-Portal include:

1 Changing their password,

1 Modifying their personal settings,

I Setting the time zone,

1 Changing the language of the interface.

6 languages are supported by e-Portal : English, French, Spanish, German, Italian, Dutch.

You must first create profiles to manage the users that you will create within groups.

e-Portal
© Worldline
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Click on the
Profiles tab to

display the

profiles already

2 Deactivated users

2, Profiles

available, if any

Iono00

2.prof randa moalla@groupe-teine.

upe-teine.

1.prof randa moalle@gro

1anda moalla@groupe-teine

Public

hela megdiche@groupe-tein ase

randa.moalla@gro ine. [ 2018-04-06 05:21:35 PM

superuserum@ingenicocom  aas 2018-04-06 05:57:23 PM

Then click on
the Add
profile button

to create one

Federated
Federated
Not federated

Not federated

Add a new profile

CheckIP
Administration to
automatically give

this group the
right to manage
white lists

|

Name your profile: it will
be easier for you to
assign it later to the users
to be included in that

Global data

group.

You can also add a
comment that will appear
in the table of profiles.

User Management Rights

Click Save to
add this profile

to the list.

When creating a new user, you will be able to assign this profile from the "Profile" tab (see next section). All
the options and rights relating to this profile will be automatically applied to this user.

2.2.2

Change u s e right®

As an administrator, you're free to change the rights linked to each user, from the list of users you created,
e.g., to adapt these rights to a new situation.

You can also delete or temporarily deactivate a user and manage groups of users by modifying a profile.

e-Portal
© Worldline
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Three tabs give
access to active
and deactivated

users and to @ Aciveuses
profiles
Login Email Profile Level Reset
Py o
@ e-Portal Home - 4925 User(s) found
2
NAVIGATION Login 1z Email First Name Last Name Level
)
™
00000fma@telnet. 00000FMA@telne. Fatma Fatma ALL

,9"’ Active users

B o« ingeni. 000 i 0001hme 122 ALL
,9."‘ Deactivated users

Desactivate user

Each usercan be
edited, deleted or
simply
deactivated. In this
case, their name is
moved to the next
tab.

,9,’., Profiles Edituser

Delete user

2.2.3 Delete and deactivate users

2.2.3.1 Delete users

Active users
@

Login Email P

P2 4925 User(s) found
'_0..1
Login IF
)
™
00000fma@telnet

B  cooirmegingen.. You can delete a
user permanently
from the list at any
time, e.g., when
they’re no longer
part of the company.

Desactivate user

Edit user

Delete user

You can see all options available when selecting a user in the list in change user's rights.

e-Portal Page 9 of 60
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2.2.3.2 Deactivate users

@ Active users

Login Email Prl

0.
i 4925 User(s) found
2x

Login H g
0)
M

00000fma@telnet o

0001 hme@ingeni. g %

B You can deactivate a

user temporarily from
the list at any time, e.g.,

Edituser when they’re on
maternity or sick leave,
or working on another

m&x\ site.

Delete user

@ e-Portal Home

& Active users Deactivated user
appear in the
2 Deactivated users corresponding tab
until you reactivate
2 Profiles them.

You can see all options available when selecting a user in the list in change user's rights.

Note: a user who doesn tdog on to the portal for 90 days is automatically deactivated. Their profile is moved
from the "Active users" tab to the "Deactivated users" tab. To reactivate them, select them from the list and
choose the "Reactivate user" option from the drop-down menu to the left of their name.

2.2.3.3 Deactivate and delete in bulk

The product allows to manage several users in one single time, by selecting different users to be deactivated /
deleted in bulk.

5322 User(s) found = Customize display

User 1D 1F Email First Name Last Name Level Comment Creation date Last modification date Last connection date
00000000000000. fatm@tel.net ctest cc Shap 2021-02-16 10:03 2021-04-07 10:49:53 AM
00000000000001 00000000000001. 00000000000001.. 00000000000001... ALL 2021-02-16 03:40 2021-02-18 08:10:42 AM
00000000000001 00000000000001. 00000000000001.. 00000000000001... ALL 2021-02-16 03:45
00000000000001 00000000000001. 00000000000001.. 00000000000001... ALL 2021-02-16 03:45
—
e-Portal Page 10 of 60
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2.2.4 Search and export users

2.2.4.1  Search a specific user

A search tool is available to look for a dedicated user, a group of users, to edit the rights, deactivate or delete
the user.

Active users

[ User ID Email Profile Level Reset ]

5322 User(s) found

User 1D 5 Email First Name Last Name Level
H 00000000000000... fat.m@tel.net ctest ce Shop
H Q0000000000001 00000000000001.. Q0000000000001 .. 00000000000001.. ALL

2.2.4.2 Export users and customize display

List of users can be exported in a CSV format and the grid view can be customized to add or remove specific
columns.

@ Add a new user 'i‘;;‘

Last Mame Lewel Comment Creation date Last modification date Last connection date
4 M Shop 20210216 10:03... 2027-04-07 10:49:53 AM
0000000000000 ALL 20210216 03:40.. 2027-02-18 08:10:42 AM

2.2.5 Access administration

Once you have defined profiles and created users, you can manage their access to the e-Portal outside your
network with the IP administration function. This is done via the IP Administration menu.

e-Portal Page 11 of 60
© Worldline
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Create a whitelist

Public

e-Portal Home

@ Multiview

2 Active users
S x Deactivated users
23, Profiles

LT 1P Whitelisting

By default, nobody outside your local network can access the e-Portal. But you can limit access to the e-Portal

from outside your local network using the IP addresses of your colleagues' computers.

The access of these non-authorized users (i.e., whose computer's IP address is NOT included in the list) will
be rejected outside of your local network.

To authorize users to connect to the portal outside your local network, first, the option IP Administration must
be activated for the user managing IP rights (see Create users for details), and then follow the below steps.

Step 1.

Step 2:
IP Whitelisting
9 IP(s) found
IP/ Range
100.65.17.2
10.47.8
11111111111

12121210

e-Portal
© Worldline

User Management Rights

User Management Rights

[ IP Administration ]

Registration date

2021-03-23 09:31:01

2021-04-1511:52:08

2019-07-22 11:19:19

20181212 01:15:16

Add a new IP

IP/Range *

155 55 55 55

Comment

Andy to use the product from 14/05to 17/05

X

Add as many IP
addresses as

needed

Page 12 of 60




Step 3:

10 IP(s) found

IP { Range

Registration date

Public

IF Registered by

The IP is added to
the list, comment
included

150.55.55.50

2021-04-28 09:41:03 AM

superuser.um@ingenico.com

o

Andy to use the product from 14/05to 17/05

155.155.55.55

10478

e-Portal
© Worldline

2021-04-26 03:04:08 PM

2021-04-1511:52:08 AM

superuser.um@ingenico.com

superuser.um@ingenico.com

Julien sur site provider du 12/05 au 15/05

Page 13 of 60
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3 Reporting

The omnichannel reporting module allows you to see all transaction details, both online and in-store,
according to the settings and the format of reports you define.

e-Portal offers the following Immediate reports (near real-time) and Scheduled reports (differed):

- Journal of transactions
- Totals of transactions
- Capture of transactions

The data on the e-Portal is made available over a 15-month history. The searches can go back up to 13
months on a rolling basis and you can export up to 2 million rows from the web interface. Beyond that, you
need to create scheduled reports.

Omnichannel Reporting Terminal Management Online Payments Back-office
View and manage all your payment transactions Monitor your estate of payment terminals Manage your online payment services
E B immediate reports E Snapshot @ Main menu
I_ B Scheduled reports = EJ Software overview @ Journal
View all tools EL Hardware Overview

OOO Access Management

o Active users: 191 o Inactive users: 42 Add
Create and manage your users

3.1 Immediate reports

3.1.1 Journal of transactions

The Journal feature is a standard feature from e-Portal which allows to retrieve and subscribe to a list of
transactions.

Omnichannel Reporting

v @ Immediate reports
Totals
Capture
B scheduled reports.
> 5 Transaction management
> O Risk prevention

[E] Merchant reports

e-Portal Page 14 of 60
© Worldline



3.1.1.1 Retrieve a transaction

3.1.1.1.1 Find a specific transaction

Public

Obtaining real time information via the Journal allows you to:

1 Check how your business is doing,

1 Save searches that you want to launch regularly,

1 Export searches in Excel format, e.g., to send them to colleagues w h o

Use search
TePortal v [ Transaction Reporting _criteria from
existing the filters
(@ ePortal Home Feports
Location  Amount  Transaction type
~ lul immediate reports. 42 Transaction(s) found
Reports
Setementdste Transaction chamnel P
Capture
H In Store
[ scheduied reports
In Store
> ) Risk Prevention
InStore

AP Merchant reports

The result of your searchis automatically displayed

TePortal v [f] Transaction Reporting

dondét have-Pata.cess
... or select more filters
d click on Appl « Backtoold version  epon; s BaEicn |
and clck on Apply You can export
your search to
Gordscheme || Avptatonrame ot CSV or PDF files

PReconciiation :mu‘ Bank fees.

Advanced Fiters X

Inarchange fe

Amaant

USD B4.80

Q Seach s

EUR498.96

USD 203.06

4 Backtoold version  epotal V6 user *

Click on Customize

Reports.
@ eportalome display to change the
Losion || At catschame Moo | o display of the columns s %
L et ons R——— e=n
Reports
— osen Ao Reconcasson et oank e P— w o ores nechange
Copture
: inStore USDB480 0000 2020112502000 snwnJ s0000
5] scheduled reports.
nstore EvR4sase i 1000
30 kb Cumnise ey f:llck and _d.rag the label x X
e R in the position you want .
N Merchant reports it to appear
@ o Reports
Transaction date(Server)... Location Amount Transaction type Card scheme Application na)
NAVIGATION
~ Ll Immediate reports 15 Transaction(s) found
Reports
Tranaaction channel Amunt Bank fees seve]
Capture
i In Store. USD 30.19 USD 0.00 2020
£ scheduled reports
> O Risk o i In Stars. USD 4237 USD 0.00 2020+
View transaction details
76.7( 00
AP Merchant reports em— UsD 7670 Us0O0. 2020
Sale UsD 27.37 USD 0.00 2020
UsD 84572 UsD0.00
A scroll-down menu ~
i T——
allows you to view the S0 9929 S0 0.00 20201125

receipt or the details of

agiven and
perform a new sale
based on its details

3.1.1.1.2Find details on a specific transaction

See Retrieve a transaction to learn how to find a transaction, then follow the descriptions below to find the

transaction ticket and to refund it.

e-Portal
© Worldline
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| Ze-Portal v [Z] Transaction Reporting

@ e-Portal Home
! NAVIGATION
v [ul Immediate reports
' Reports
Capture
B Scheduled reports
> "3 Transaction management

> O Risk prevention

AP Merchant reports

Reports

Transaction date(Server)... Location Amount Transaction type

26 Transaction(s) found

For each transaction,
an arrow gives you
access to a drop-
down menu from
which you can select

Transaction channel

View transaction details h
] an option: select View
" View Receipt transaction details
: Sale
In Store EUR 388.74 EUR 0.00
i InStore USD 60.43 USD 0.00

Card scheme Application name

Settlement date Server date

More Filters Reset

= 2020-11-27 08:00:1...

- 2020-11-27 08:00:0...

- 2020-11-27 07:00:1...

= 2020-11-27 07:00.0...

46150001

50140001

50140101

50140001

50140101

Transaction Details

i Acquirer information

Acquirer information

Ingenico information Acquirer D:

Merchant information Acquirer card category:
Acquirer card origin:
Payment method information e T
Transaction information Acqirer fee:

Acquirer issuer bank code
Acquirer name:
Acquirer net amount
Acquicer reference:
Acquirer reference data:
Bank fees:
Card usage:

Filter key 1

Amount: EUR 35.37

At the bottom of the
window, an Export
PDF button allows
you to export all
information at once
and creates a PDF
file for you to share.

10123000001

EUR0.00

10123000001

EUR0.00

acq_ref_data
EUR 0.00

3.1.1.2 Find a merchant receipt

See Retrieve a transaction to learn how to find a transaction. Then follow the descriptions below to find the

client receipt.

e-Portal
© Worldline
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= e-Portal ~ [} Transaction Reporting

Reports
@ e-Portal Home =
Transaction date(Server)... Location Amount Transaction type Card scheme Application name More Filters Reset
NAVIGATION
~ |l Immediate reports 26 Transaction(s) found
Reports ' -
Transaction channel Amount Bank fees Settlement date Server date IF POS
Capture
B nstore For each transaction, an - 2020-11-2708:00:1.. 46150001
{5 scheduled reports arrow gives you access
View transaction details toa dl’Op?dOWI'I menu 2020-11-27 08:00-1... 50140001
> 3 Transaction management ) X from Wh'Ch_you can
View Receipt select an option: select
- 2020-11-27 08:00:0... 50140101
> O Risk prevention Sale View Receipt
AP Merchant reports i InStore EUR 388.74 EUR0.00 2020-11-2707:00:1.. 50140001

Merchant Receipt

SEPAFAST
I¥S_OnlineCusiomer
SAINSBURY'S \ St Store
BARCLAYS 6652037 In the_ bottom of
B the window, the
402547X0XKXX0594 Export PDF

11:27:2020 070013 button allows
000001 46150001

AMOUNT 35.37 EUR you to export

PAYMENT APPROVED the receipt

MERCHANT RECEIPT

‘THANK YOU FOR YOUR VISIT

Export PDF

3.1.1.3  Customize the journal

There are several actions you can perform on the column of the tables displayed by the portal.

Resize columns
Simply click on drag the column to resize it.

v

&
<
Server date Ed

2020-11-27 01:00:07 AM

2020-11-27 01:00:11 AM

2020-11-27 02:00:07 AM

—>

Server date 1F

2020-11-27 01:00...
2020-11-27 01:00...

2020-11-27 02:00...

e-Portal Page 17 of 60
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Move columns
Simply move the column header to the location of your choice via the Customize display menu.

29 Transaction(s) found

Transaction channel Amount Bank fees. Settlement date Server date 1= PoS Interchange fees Scheme fees Country city

In Store EUR 757.05 EUR0.00 . 2020-11-27 01:00... 50140001 EUR0.00 EUR0.00 Italy Rome
i InStore EUR171.69 EUR 0.00 = 2020-11-27 01:00... 50140001 EUR0.00 EUR 0.00 Italy. Rome

Organize your columns Organize your columns
(Drag to reorder) (Drag to reorder)

The name of columns

can be change: # Transaction channel
double-click its label
when reorganizing i Transaction channel
them and type in the
name of your choice & Amount

29 Transaction(s) found = Customize display

Server date IF Transaction channel Amount Bank fees. Settlement date POS. Interchange fees Scheme fees Country
i 2020-11-2701:000... In Store EUR 757.05 EUR 0.00 < 50140001 EUR 0.00 EUR0.00 Italy
2020-11-27 01:00:1... In Store EUR171.69 EUR 0.00 - 50140001 EUR0.00 EUR0.00 Italy

e-Portal Page 18 of 60
© Worldline



Hide and display

29 Transaction(s) found

Transaction channel

In Store

i In Store

Check/Uncheck
the boxes of your
choice

e-Portal
© Worldline

1 Bank fees.

Fierkey 1

Fiter key2
U] Fierkey3
Fiterkey &

columns
EUR 757.05 EURD.00
EUR171.69 EURD.00

Amount

EUR 757.05

EUR 171.69

EUR178.73

USD 237.66

EUR 285.35

EUR11.70

EUR 827.95

USD 659.93

EUR 529.42

EUR 21.25

USD 14.35

EUR 590.34

Settlement date

Public

|

2020-11-27 01:00...

2020-11-27 01:00...

Capture

Captured

Not captured

Not captured

Not captured

Not captured

Not captured

Not captured

Not captured

Not captured

Not captured

Not captured

Not captured

Card type

DEBIT

DEBIT

DEBIT

CREDIT

CREDIT

DEBIT

CREDIT

CREDIT

Intorchange fees

EUR0.00

EUR0.00

= Customize display

Issuing bank

N/A

N/A

N/A

BANK OF AMERICA, N....

UNICREDIT S.PA.

N/A

N/A

BARCLAYS BANK PLC

N/A

N/A

N/A

Scheme fees

EUR 0.00

EUR 0.00

The selected
columns and the
related information

appear in the
window

Once the portal has
displayed the
transactions you
asked for, click on

Customize display

Country City
aly Rome
aly Rome

main

Page 19 of 60
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3.1.2 Totals of transactions

The Totals feature is a standard feature from e-Portal which allows to aggregate transactions on one or two
dimensions with full flexibility.

This module allows merchants to build specific reports according to their needs and help them to follow-up
and operate their business

Omnichannel Reporting

v @ Immediate reports
Journal
Capture
5 scheduled reports.
> 8 Transaction management
> O Risk prevention

[E] Merchant reports

3.1.2.1  Aggregate on the type of transactions

Totals are aggregated by default on the highest level of the structure the user has access to, and by type of
transactions (net, sales, charities, tips, cashbacks, debits, refunds, cancellations and failed). The whole
structure is available to aggregate the transactions per any level (per country or per store as an example).

Just like the journal there are as well a list of available filters in the top menu, to narrow down the search. This
list is available in the section List of filiers, columns, and dimensions.

(@ e-Portal Home

POS Merchant 1D @ MoreFilters | |  Dimensions: Country Split by Reset r 0
NAVIGATION - - -
v [B) immediate reparts
Journal . . .
Country Net amount Sales amount Charities amount Tips amount Cashbacks amount Debits amou
Totals
naly EUR 906478 138 EUR19,31732 95 @  EUROOO [} EURO0.00 o EUR0.00 [} EUR18,317:32
Capture
United States usD 136771 & UsD 11,8547 80 @ usboso o usD 000 o usD 000 o usD 1195470
) scheduled reports
United Kingdom GBP 20685 18 6BP 90685 8 e ceeals ® B cBPOo a GBP0.00 [} GBP 916,00

> 3 Transaction management

> Q) Risk prevention

[E] Merchant reports

3.1.2.2  Aggregate on one or two dimensions

Totals can be aggregated on one or two dimensions. The list of available dimensions is available in the
section List of filters, columns, and dimensions.

As an example, the following reports can be built using the dimensions widget on the top menu, as described
in the following image:
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- a store director can follow-up the transactions performed by their different Point of Sales during the day
- an accountant can retrieve the total number of transactions performed by each store split per merchant 1D

Totals

G] e-Portal Home ( N
Lacation POS Merchant ID @ More Filtls e
(B iz oo — 5 L eort [
o B AMERICAN EXPRESS D Scheme v | B
B scheduled reports EMVFR B EUR 63 RO
> B Transaction managemen s £ o -
> [ isk prevention P 12324 T e -] &e 6P 0.
E] Merchant reports
Important note : it is possible to split the totals by period (day, week, or month) thanks to the widget called
ASplit byo, which is | ocawdgad ri ght next to the Di
3.1.2.3 List of columns, filters, and dimensions
The list of filters, dimensions, columns, and periods which are available in the feature are:
Filters & Dimensio ns Filters Only Columns Split By
Acquirer ID Receipt date Net amount Day
Application name Server date Sales amount Week
Bank code Charities amount Month

Capture status

Tips amount

Card type Cashbacks amount
Cashier Debits amount
Issuing bank Refunds amount
Level 1 Cancellations amount
Level 2 Failed amount
Level 3
Merchant 1D
POS
Scheme

Transaction channel

e-Portal
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3.1.3 Capture of transactions
Warning! This feature is restricted to Instore payments.

The Capture feature is a standard feature from e-Portal which allows to retrieve and subscribe to capture
reports, which contains all transactions which are sent to the acquirers of the merchants.

A transaction that was captured contains a capture number and a date.

Omnichannel Reporting

v @ Immediate reports
Journal
Totals
5 scheduled reports.
> 8 Transaction management
> O Risk prevention

[E] Merchant reports

3.1.3.1  Search capture reports

This feature allows you to filter on a capture event rather than just a transaction date. This way, you make
sure you dondt miss any transaction.

Filters are used the same way as in the other modules, to narrow a search on a particular use case, or on the
contrary to widen it on the date of capture.

Capture logs resume everyday transactions per given merchant ID. Each report allows you to check which
transactions generated the corresponding capture.

3.1.3.2  Capture receipt integrated to the grid

In this version of the capture module, the ticket content is integrated to the grid to facilitate the extraction of
the information.

The total amount, total debit, total credit, total cancel, total failed are displayed in the grid. The total is
displayed both in amount and in number of transactions that it represents.
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Capture
[@ e-Portal Home
B Dl copture Number  Location  MerchantlD @ More Filters
v B immediate reports 3 Capture(s) found
Journal
Merchant 1D CoptureDate 4 Capture Number Application name 3 Net amount n red Failed
Totals
1840000101 2022-03-03 115501 PM Amex EMV FR 0000016820 0100 o134 usD 34 1 u
Capture
B scheduled rep
! 312:49:35 AM eV FR ® A R EUR
> 5 Transaction manager
> Q Risk preventior
Bl Merchant reports

All the transactions related to the capture event will be displayed by clicking on the capture number via a link
to the journal. You will be redirected to the journal with fields already filtered to get the list of transactions. It
gives accurate totals and aligned information in all e-Portal modules.

This feature is available in the Omnichannel Reporting section as an immediate report. Provides payout
information for transactions processed by Worldline Acquiring and offers detailed data for each settlement.
Settlement information includes settlement reference number (crediting reference number) and the value date
when the payout should be on your bank account.

It is possible to export this information in PDF format.

v B Immediate reports

Settlement date 17 Crediting reference number Settlement type Total amount Gross amount Commission
Journal
2025-07-29 202507290000751 Reimbursement GBP 418.29 GBP 43916 GBP -20.86
Settlement
2025-05-22 202505220000707 Reimbursement GBP 32.46 GBP 33.00 GBP -0.54
e-Portal Page 23 of 60
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Settlement details X

Settlement information B "
Settlement information

Merchant information Crediting reference number: 202511130001055
Settlement date: 2025-11-13
Financial data
Value date: 2025-11-14
Settlement type: Reimbursement
Currency: GBP

Merchant information

Level 1: Brexit_GoPay_PASS_P1 (1007379925)
Level 2: Brexit_GoPay_PASS_P2 (1007379926)
Level 3: Brexit_GoPay_PASS_P3 (1007379927)

Bank account number: 684_6443

Financial data

Gross amount: GBP 20.00
Commission: GBP -0.50
Financial adjustment: GBP 0.00
Chargebacks: GBP 0.00
Rolling reserve: GBP 4.37
Vat: GBP 0.00
Rounding difference: GBP 0.00
Total amount: GBP 23.87

Export PDF
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3.1.4.2 Transactions of settlement

Provides clear view on all transactions processed in a given settlement, including detailed information for each
transaction. List of settled transactions can be comfortably exported in .csv format.

Settlement transactions list X
30 Transaction(s) found L. Export
a
Receipt date Amount Commission  Interchange fee  Schemefee  Processingfee  Net amount (acquirer) Transactiontype  Schen
2025-07-24 03:10:28 PM GBP 371.00 GBP -3.12 GBP -1.14 GBP -0.50 GBP -1.48 GBP 368.99 Payment MCl
2025-07-24 03:09:15 PM GBP 370.00 GBP -3.07 GBP -1.11 GBP -0.48 GBP -1.48 GBP 366.93 Payment MCI
2025-07-24 02:59:02 PM GBP 410.00 GBP -3.45 GBP -1.26 GBP -0.55 GBP -1.84 GBP 407.78 Payment MCl
2025-07-24 02:57:48 PM GBP 43.50 GBP -0.37 GBP -0.13 GBP -0.07 GBP -0.17 GBP 43.26 Payment MCI
2025-07-24 12:33:06 PM GBP 1.00 GBP -0.01 GBP -0.00 GBP -0.01 GBP 0.00 GBP 0.99 Payment MCl
2025-07-24 12:31:45 PM GBP 1.44 GBP -0.08 GBP -0.00 GBP -0.07 GBP -0.00 GBP 1.36 Payment VISA w
4 »
Items per page: 10 - 1-10of 30 > >l

3.2 Scheduled reports

e-Portal allows you to retrieve large volumes of data for advanced analysis and to set up automatic retrieval of
reports for ERP solutions. Reports can be one-shot or periodic and are fully customisable. They are generated
offline according to your search criteria, then saved to a file and made available for download.

You can subscribe to up to 10 active Scheduled reports , which have no limits in terms of file size or number
of rows.

Omnichannel Reporting Terminal Management Online Payments Back-office
View and manage all your payment transactions Monitor your estate of payment terminals Manage your online payment services
-5 [ Immediate reports E Snapshot @ Main menu
L@ B Sscheduled reports o [3) Software overview B Journal
View all tools [E] Hardware Overview

OOO Access Management

Create and manage your users

3.2.1 Subscribe to a report

e-Portal offers the subscription to the following scheduled reports:

- Journal of transactions
- Totals of transactions
- Capture of transactions
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3.2.1.1 Create a subscription

When you choose a to Create a subscription , several fields can be selected, and their value adapted to your
need.

Click on

Subscribe

Ze-Portal ~ @' Transaction Reparting  Back to old version eportal V6 user Yy  ifgenicn | s

£ Subscribe

@ . Scheduled reports
ePortal Home

Active  Inactive
NAVIGATION

> |l immediate reports 1 Report(s) found

Scheduled reports.
Subscription name Status.

Frequency Format Report type: Owner
> £ Transaction management
Test Google Active AM AM Weekly csv Transaction eportal vb@ingenico.com
> (O Risk prevention
Tems per poge: 10 ¥ 11001 K < > 3l
M Merchant reports ——

Choose your report type
Subscribe
‘Select your report ofigin

© Report origin & type:

Joumal .
Select the options
of your choice
while they unfold
when your click on
Next at each step
of the process

© vLocation:
© coumns:

Report on Transaction date ~
O riters:

Select your report type

© setings: © Report on Transaction date
) Report

) Report on Delta acquier

Menus become

greenand a nscrib Choose your location N
checkmark shows Subscribe
you have selected —
the associated @ Report origin & type: " :
se‘ﬁngs ;T:“h'ﬁmnmmmm
© Location: Q search
© columns: ALL
=
O Fiters ::"
© settings: P
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Personalize your columns x

Subscribe
‘Select your columns. Organize your columnsg
(Drag to reorde, click 1o
rename)
@ Report origin & type: Q, seareh columns.
Souenal Report on Traasacion M
o 5 Cardtype
@ Location: H B Acqdea eferenc
f— Acquirer infermation 1 Cardcategory
i Bankfees
Recquirer card category e T
© columns: Acquirer card ofigin Card rumber & Gapture date
Acquirer card scheme.
© Fiters: Cord i Capture number
Aoquiner fe 1 cardrype
© settings: Acqirer ID Checue ursber = Amount
Acaquirer issuer bank code o
ard eategory
EET) Issuing country
‘Acquirer net amount Scheme D

B Acquirer reference

Token

‘Acquirer reference data Token offline

2 Bank fees
Cardusage Transactian information Check the Columns
~oE0 Acceptance method that you want to see in
ekt pesountro your report and
Filter key 3 Allowed forcing code . . h- h
— e — organise in which
Host response Amount in eardholder curency order thev appearin
Inerchange fees. Authorization the file
Merchant country code Authorization number
Merchant vae Bt decstion code

Merchant vakse 2

Select your fiters X
Subscribe
Q search fiers.
@ Report origin & type: Acquirer information "
Sounss Reportan Transacton
e
Ingenico information ~
@ Location:
[ Application name £
@ columns:
Search
T columne selected Q
AL
© Fiters: Aocord EMV
& Accord Piste
© settings:
& Amex EMV FR
CHEQUE FR

Ingenico transaction number

Add the
filters of your

Original transaction numbar

e choice N
e .
D .
Merchant information v
Payment method information v
Transaction information ~

Specify your settings X

Subscribe
‘Subscription name: Format:
@ Report origin & type: Monthly report A csv .
sl et Temsacin
dite Retrieval Mathad .
Emad notification :
@ columns:
E—
== S
- o riodic C e .
© e e et ihe report, The SFTP retrieval
Transacton e . implies access to a
o ipt Time ime.
© settings: e e rec;::::nmode, secured server and
St . ik requires the
creation of an SSH
s o key. Retrieval via
Monthly v v the ePortal can be
= - — done after you have
woean Y nsseu Y neee received an email
alert informing you
Recipients: 9,
. of the report’s
Finally, check — availability.
the names of the

persons who cetfabgingenicn com
should also be D cesrc faburtngenicaggmail com
receiving the cabursecgnguicncom

chris hollingsworth@ingenico.com

report. eteraLsseinamicacon Click on

Subscribe
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“Ze-Portal ~ [ Transaction Reporting  Back to old version aportal V6 user Yr | ingenico |z

Scheduled reports 9 Subscribe

@ ePeonal Home

wone mal  Your subscription
e appears in the table
> Lol Inmediste reporte sreponisy o Of the Active tab of

scheduled reports

[ Scheduled reports

Subscripton name Frequency Format Report tpe Omner
> 3 Transaction management
B vontiyrepona Active 2020-12-01 06:59:59 AM - Monthly csv Transaction eportal v6@ingenico com
> (J Hisk prevention
L2 Active 202012:02 02:59:59 AM 2020-11-25 022307 AM Weekly csy Transaction pontal.v6@ingenico.com
& Merchant reports
Delete subscription
Hemsperpse W = 1-20f2
Deactivate subscrigtion
Edit subscription
T
Click on the icon to
the left of the
subscription to
access to available
options

3.2.1.2  Subscribe colleagues to a report

You can subscribe other people in the organisation to the same reports as the ones you program on the
portal, in a very simple way.

When you Subscribe to personalized reports, add the email addresses of the people it should also be sent to:

Specify your settings X
Subscribe
Subseription name: Format:
@ Location: Daily report B csv v
France + 1
Retrieval Method:
° Col . +/ E-Portal X SFTP:Add a SSH key in your
olumns: settings in order to use SFTP.

7 columns selected

Email notification :

@ Filters: [ ]
1 filers selected
Select period:

A Periodic report O One shot
o Settings: o L

Transaction time:

© Receipt Time ) Server Time

Settlement data:
O Yes © No

Pre-defined Frequency:

Daily v

From To Latest delivery time
12:00 AM ~ 11:59 PM ~ None

Recipients:
Q_ search
Add the email
addresses of the cedric.faburel.ingenico@gmail.com
people who should 123456789112345676921 I 1
also receive this report a@123456789112345678921 2345678031234567894123456789...

anita.stankova.abc123@ingenico.com

anita.stankova.oc@ingenico.com

Previous
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3.2.2 Personalize the report

3.2.2.1 Receive a standard daily report

When subscribing to a personalised subscription, change the frequency to daily:

Specify your settings
Subscribe
Subscription name: Format:
@ Location: Daily report B csv
France + 1
Retrieval Method:
© i ' EPortal X SFTP : Add a SSH key in your
olumns: " .
settings in order to use SFTP:.
7 columns selected
Email notification
@ Filters: (]
1 filters selected
Select period:
@ Ssettings: © Periodic report O One shot

Transaction time:

© Receipt Time ) Server Time

Settlement data:

Define the settings
of your subscription
(name, format,
retrieval method...)

Define a Daily

) Yes O No o
freq y and

Pre-defined Frequency. selectthe time of

Daily - your choice

From To Latest delivery time

12:00 AM e 11:59 PM v None
Recipients:

Q_ search

cedric.faburel ingenico@gmail.com

Finally, check the

12345678911 2.

names of the
persons who Should a(@1234567891123456789212345678931234567894123456789..
also be receiving the anita.stankova.abcl 23@ingenico.com

anita.stankova.oc@ingenico.com

report.

3.2.2.2 Receive monthly contactless transactions

When subscribing to a personalised subscription, change the filter:

e-Portal
© Worldline
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> 3 Transaction management

3.2.2.3

Public

Select your filters.
Subscribe
CYimo In the Filters
© Location: Acquirerinformation section, unfold the
e Payment method
Ingenico information
© columns: information menu
Fiters: Payment method information ]
Settings:
Moty repeh Barcode
Bo
b Check
R Contactless in
o Card entry type
Q search
aw
PRSS—
& contactiess
& card
B mobile
Card number
Cont scheme
cantipe
[ —

Subscribe

@ Location:

France s |

@ columns:

7 cotumns selected

@ Filters:

2 it saected

QO Ssettings:

@ erensivone Scheduled reports

Active  Inactive
NAVIGATION

Name the report
in order to better
identify it in the list

Specify your settings.

Subscription name:

Retrieval Method:

~ EPortal X SFTP: Add a SSH key in your

settings in order to use SFTP

Email notfication

Select period

© Periodic report © Oneshet

Transaction time:

O Receipt Time Server Time.
Settement data
O Yes O No
Pre-defined Frequency. Stant Day:
Monthly v 1 v
P 0 =TT
12:00 AM e 11:59 PM v None e
Reciients
Q search

1234567891 »

anita stankova.abcl 23@ingerico.com
anita stankova.oc@ingenico com
biartest-0) @g net

£ scheduled eports table of subscriptions

Monthly contactless transactions.

2repo The report appears in the

Active - - Monthly

Receive weekly non-authorized transactions

When subscribing to a personalised subscription, change the filter:

e-Portal
© Worldline
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3 Subscribe

eportal vé@ingenico.c...
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Select your filters. X
Subscribe
Q Search filters
0 sine Acquter nformtion In the Filters v
Ingenico information section, unfold the -
Cols 3
(] o - Transaction ;

information menu

Allowed forcing code
Amount Check Not
ettt cmsdbober vy authorized in

Authorization

Authorization

Specify your settings

Subscribe Name the report
Subscripton name in order to better
© Location: Weekly unauthorized ransactions identify it in the list
o
Retrieval Method:
- + E-Portal X SFTP: Add a SSH key in your
Sl stings norder 1o use SFTP
Emai ntiicaion
@ riers:
Fr—
Select penod.
© setiings: © Periodic report O One shot
Transaction tine
O Receipt Time. Server Time

Select a weekly

Settement dat:
Oves Ore frequency and the
Predefined Fregquency. Stat Doy start day of the report

Weekly v Monday v

— * r—p——

1200 AM » 1159 PM A None
Recients:

Q seacch

anita stankova.abe1 23@ingenico.com
anita stankova oc@ingenico com

bjatest01@g net

Click on Save

~ =

TePortal v [Z] Transaction Reporting eportal V6 user Yy igenico |z

Scheduled reports Subscribe
(@ ePortal Home e

Active  Inactive

NAVIGATION

> Ll immediate eports The report appears in the
e table of subscriptions
Frequency Format Report type. Owner
> 3 Transaction management
i Weekly unauthorized transactions Active - - ‘Weekly csv Transaction eportal.vé@ingenico.c...

> O Riskprevention
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3.2.2.4 Receive daily data on offline transactions

When subscribing to a personalised subscription, change the filter:

Select your filters x
Subscribe
Cardholder verification method v
@ Location: ‘CashBack amount o
Fances1

Charty amount %
In the Filters

ey section, unfold the -

DCCfeg Transaction v

Degraded mods indicator information menu -

FNC! answer

Forcing type.

Guarantor answer

Instalment flag

Check Offline in
Mode

Click on Next

Subscribe Name the report

Subscription name: 5
@ Locati Daily offline transactions. in order to better
ocation: ; R 9
— identify it in the list
Retrieval Method:
© + EPortal X SFTP: Add a SSH key in your
Skl Settings in orderto use SFTP
7cohumas selected
Email notfication
@ ritters
pre—
‘Select period:
° Settings: © Periodic report One shot

Transaction time:

© Receipt Time Server Time
Setlement data:
ves 0N Select a daily

Pt Feiany frequency and the start
time of the report
Daily v
Loy To Latest eltvery teme
1200 AM ¥ 11:59PM ¥ None v
Recipients:
Q search
122467891
anita stankova abc1 23@ingenico.com
anita.stankova oc@ingenico com
bja-test-01 @g net

Te-Portal v [Z] Transaction Reporting Beraiveser ¥ ingenico |

Scheduled reports 3 Subscribe

@ ePortal Home

Active  Inactive
NAVIGATION

> lal Immediate reports The report appears in the

table of subscriptions

B Scheduled reports.

> 23 Transaction management

> ) Risk prevention
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Change the columns name of the report

You can customize any label of the columns you choose to add to the report you create.
When you subscribe to personalized reports, proceed as follows:

3.2.2.6

e-Portal
© Worldline

Organize your columns

(Drag to reorder, click to rename)

i Card type

Double-click the
name of the column
which name you
want to change

i Amount

i Card category

Capture date

Capture number

Set the delivery time of the report

Subscribe

@ Location:

France+1

e Columns:

7 columns selected

Q Filters:

afilters selected

o Settings:

Specify your settings

Subscription name:

Format:

Daily offline transactions csv

Retrieval Method:

+ E-Portal

i Card category

Organize your columns
(Drag to reorder, click to rename)

i Cardtype

i Bank#1 reference number

i Bank fees

ii Capture date

i Capture number

i Amount

X SFTP: Add a SSH key in your

settings in order to use SFTR:

Email notification

Select period.

O Periodi

c report O One shot

Transaction time:

© Receipt Time

Settlenent
) Yes

data:

O No

Pre-defined Frequency:

Daily

From
12:00 AM

Recipients:

To

h 11:59PM

Q search

1234567891123456789212345678931 23456781

) server Time

Latest delivery time
06:00 AM

) 04:00 AM
) 05:00 AM
© 06:00AM
) 07:00 AM
4 () 08:00 AM

1 123456
anita stankova abc 23@ingenico.com

anita.stankova.oc@ingenico.com

) 09:00 AM
3 10:00 AM

2 11:00 AM

bja-test-01@g.net

PR

Type the name of
your choice and click
Next for the change
to be automatically
taken into account

In the Settings,
selectthe Latest
delivery time, then
Save
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Your report is available for the following durations, and will be deleted from e-Portal when it expires:

15 days Daily or unique report
10 weeks Weekly or bi-weekly report
5 months Monthly report

1. Create your own SSH key (see details below)

2. Declare your SSH key in e-Portal (see details below)

3. Configure the SFTP connection:
o0 Preproduction: sftp.eportal.preprod.worldline-solutions.com
o0 Production: sftp.eportal.worldline-solutions.com
o Port: 2222

SSH keys allow you to establish a secure connection between your computer and your SFTP directory during
the validity period of the key (3 years) to retrieve your deferred reports. Not only is their use mandatory for the
SFTP function, but they also prevent you from having to enter your username and password each time you
download a report. As described below, an SSH key must be generated before being added.

1. Download the tool called PuTTYgen available at:

2. Run the application, enter a Comment and a Key passphrase, and click Generate to obtain a new
key pair.

3. Press Save private key" and choose the location and file name (e.g.: mykey.ppk): the file you

generated is required to establish a secure communication with the SFTP server.

Press "Save public key" to export the public key part.

Copy the content in "My Profile > Manage SSH Keys" menu in e-Portal as described below.

a s
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1 Use the ssh-keygen tool to generate pairs of public (mykey.pub) and private (mykey) keys: ssh-keygen
-t rsa -f mykey

1 Export the generated Open SSH key into RFC 4716 format: ssh-keygen -e -f mykey

1 Copy the exported key and copy the content in "My Profile > Manage SSH Keys" in the e-Portal as
described below. cat mykey.pub | clip

1 Must be a valid public key (additional verification - format of the key)

1 Type: RSA

1 Minimum key length required: 2048 bits

1 Format: RFC 4716

i1 Envelope (e.g., user text) < 2KB

1 Envelope must start with "ssh-rsa" and content must be converted to PEM format
(see: http://blog.oddbit.com/2011/05/08/converting-openssh-public-keys/ using ssh-keygen)
————— BEGIN RSA PUBLIC KEY-----
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