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1 Introduction 

e-Portal is the web interface of Worldline which allows you to visualize and manage your transactions 

processed by your payment terminals and your online websites. It is designed to set up, monitor and analyse 

your payment and transactional data.  

 

The e-Portal is tailored to your needs. Your company accesses the portal via a secure instance, which only 

contains its own information. 

 

The portal is structured around several modules, activated according to the what you have subscribed:  

 

- Reporting : view and manage your transactions  

- User management : create and manage users  
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2 Access Management 

Access management  is a standard feature, available with your e-Portal access, whichever contract your 

company signed with Worldline. 

 

 
 

It will allow you to fully manage the users accessing your portal, their rights, and limitations. You can: 

group them by creating and assigning profiles, limit or block their access from outside the company network 

by creating whitelists, modify their rights, deactivate, or delete them. 

2.1 Password management 

e-Portal will enforce the following password management rules: 

Å The use of strong passwords ï to lower the risk of a security breach, a password must be of at least 10 

characters long, must contain letters, numbers, uppercase, lowercase, numeric characters and special 

characters. 

Å Regular password change - you will be asked to change your password every 90 days. 

Å Limit password re-use - your new password cannot be the same as your last 12 passwords. 

Å Maximum of 3 login attempts ï if you try to login 3 consecutive times with a wrong password, your 

password will be locked. You will have to use the Forgot Password? link to reset it. 

2.2 User management 

The users of your organization must first be created in the system, then be granted permission to access part 

(or all) of the e-Portal features. They may be restricted to selected levels of information. 

2.2.1 Create users and profiles 

2.2.1.1 Create users 

For users of your network to be able to use the portal, you must add them to the system. 

You do so by creating a profile each and giving them rights. You can also manage groups within your 

organization by creating profiles. 

 

Fill in the fields as described below and save once you're done: 
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Once they are created and have access to the portal, the user's actions on the e-Portal include: 

¶ Changing their password, 

¶ Modifying their personal settings, 

¶ Setting the time zone, 

¶ Changing the language of the interface. 

 

6 languages are supported by e-Portal : English, French, Spanish, German, Italian, Dutch.  

2.2.1.2 Create profiles 

You must first create profiles to manage the users that you will create within groups. 
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When creating a new user, you will be able to assign this profile from the "Profile" tab (see next section). All 

the options and rights relating to this profile will be automatically applied to this user. 

2.2.2 Change usersô rights 

As an administrator, you're free to change the rights linked to each user, from the list of users you created, 

e.g., to adapt these rights to a new situation. 

 

You can also delete or temporarily deactivate a user and manage groups of users by modifying a profile. 
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2.2.3 Delete and deactivate users 

2.2.3.1 Delete users 

 
You can see all options available when selecting a user in the list in change user's rights. 
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2.2.3.2 Deactivate users 

 
You can see all options available when selecting a user in the list in change user's rights. 

 

Note:  a user who doesnôt log on to the portal for 90 days is automatically deactivated. Their profile is moved 

from the "Active users" tab to the "Deactivated users" tab. To reactivate them, select them from the list and 

choose the "Reactivate user" option from the drop-down menu to the left of their name. 

2.2.3.3 Deactivate and delete in bulk  

The product allows to manage several users in one single time, by selecting different users to be deactivated / 

deleted in bulk. 
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2.2.4 Search and export users 

2.2.4.1 Search a specific user 

A search tool is available to look for a dedicated user, a group of users, to edit the rights, deactivate or delete 

the user. 

 

 

2.2.4.2 Export users and customize display 

List of users can be exported in a CSV format and the grid view can be customized to add or remove specific 

columns. 

 

2.2.5 Access administration 

Once you have defined profiles and created users, you can manage their access to the e-Portal outside your 

network with the IP administration function. This is done via the IP Administration  menu. 
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2.2.5.1 Create a whitelist 

By default, nobody outside your local network can access the e-Portal. But you can limit access to the e-Portal 

from outside your local network using the IP addresses of your colleagues' computers. 

The access of these non-authorized users (i.e., whose computer's IP address is NOT included in the list) will 

be rejected outside of your local network. 

 

To authorize users to connect to the portal outside your local network, first, the option IP Administration  must 

be activated for the user managing IP rights (see Create users for details), and then follow the below steps. 

 

Step 1:   

 
 

Step 2: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Add as many IP 

addresses as 

needed 
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Step 3: 

 

 

 

 

 

 

 

 

 

The IP is added to 

the list, comment 

included 
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3 Reporting 

The omnichannel reporting module allows you to see all transaction details, both online and in-store, 

according to the settings and the format of reports you define. 

 

e-Portal offers the following Immediate reports  (near real-time) and Scheduled reports  (differed):  

 

- Journal of transactions  

- Totals of transactions  

- Capture of transactions  

 

The data on the e-Portal is made available over a 15-month history. The searches can go back up to 13 

months on a rolling basis and you can export up to 2 million rows from the web interface. Beyond that, you 

need to create scheduled reports. 

 

 

3.1 Immediate reports  

3.1.1 Journal of transactions  

The Journal  feature is a standard feature from e-Portal which allows to retrieve and subscribe to a list of 

transactions.  
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3.1.1.1 Retrieve a transaction 

3.1.1.1.1 Find a specific transaction 

Obtaining real time information via the Journal allows you to: 

 

¶ Check how your business is doing, 

¶ Save searches that you want to launch regularly, 

¶ Export searches in Excel format, e.g., to send them to colleagues who donôt have access to the e-Portal. 

 

 

3.1.1.1.2 Find details on a specific transaction 

See Retrieve a transaction to learn how to find a transaction, then follow the descriptions below to find the 

transaction ticket and to refund it. 
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3.1.1.2 Find a merchant receipt 

See Retrieve a transaction to learn how to find a transaction. Then follow the descriptions below to find the 

client receipt. 
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3.1.1.3 Customize the journal 

There are several actions you can perform on the column of the tables displayed by the portal. 

 
Resize  columns  
Simply click on drag the column to resize it. 
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Move columns  
Simply move the column header to the location of your choice via the Customize display  menu.  
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Hide and display  columns
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3.1.2 Totals of transactions 

The Totals  feature is a standard feature from e-Portal which allows to aggregate transactions on one or two 

dimensions with full flexibility. 

 

This module allows merchants to build specific reports according to their needs and help them to follow-up 

and operate their business 

 

 

3.1.2.1 Aggregate on the type of transactions 

Totals are aggregated by default on the highest level of the structure the user has access to, and by type of 

transactions (net, sales, charities, tips, cashbacks, debits, refunds, cancellations and failed). The whole 

structure is available to aggregate the transactions per any level (per country or per store as an example).  

 

Just like the journal there are as well a list of available filters in the top menu, to narrow down the search. This 

list is available in the section List of filters, columns, and dimensions. 

 

 

 

3.1.2.2 Aggregate on one or two dimensions  

Totals can be aggregated on one or two dimensions. The list of available dimensions is available in the 

section List of filters, columns, and dimensions.  

 

As an example, the following reports can be built using the dimensions widget on the top menu, as described 

in the following image: 



 

 

Public 

e-Portal 
© Worldline 

Page 21 of 60  

 

- a store director can follow-up the transactions performed by their different Point of Sales during the day 

- an accountant can retrieve the total number of transactions performed by each store split per merchant ID 

 

 

 
 

Important note : it is possible to split the totals by period (day, week, or month) thanks to the widget called 

ñSplit byò, which is located right next to the Dimensions widget.  

3.1.2.3 List of columns, filters, and dimensions 

The list of filters, dimensions, columns, and periods which are available in the feature are:  

 

Filters & Dimensio ns  Filters Only  Columns  Split By  

Acquirer ID Receipt date Net amount Day 

Application name Server date Sales amount Week 

Bank code  Charities amount Month 

Capture status  Tips amount  

Card type  Cashbacks amount  

Cashier  Debits amount  

Issuing bank  Refunds amount  

Level 1  Cancellations amount  

Level 2  Failed amount  

Level 3    

Merchant ID    

POS    

Scheme    

Transaction channel    
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3.1.3 Capture of transactions 

Warning!  This feature is restricted to Instore payments.  

 

The Capture  feature is a standard feature from e-Portal which allows to retrieve and subscribe to capture 

reports, which contains all transactions which are sent to the acquirers of the merchants.  

 

A transaction that was captured contains a capture number and a date. 

 

 

3.1.3.1 Search capture reports 

This feature allows you to filter on a capture event rather than just a transaction date. This way, you make 

sure you donôt miss any transaction. 

 

Filters are used the same way as in the other modules, to narrow a search on a particular use case, or on the 

contrary to widen it on the date of capture. 

 

Capture logs resume everyday transactions per given merchant ID. Each report allows you to check which 

transactions generated the corresponding capture. 

3.1.3.2 Capture receipt integrated to the grid 

In this version of the capture module, the ticket content is integrated to the grid to facilitate the extraction of 

the information.  

 

The total amount, total debit, total credit, total cancel, total failed are displayed in the grid. The total is 

displayed both in amount and in number of transactions that it represents. 
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3.1.3.3 Retrieve captured transactions 

All the transactions related to the capture event will be displayed by clicking on the capture number via a link 

to the journal. You will be redirected to the journal with fields already filtered to get the list of transactions. It 

gives accurate totals and aligned information in all e-Portal modules. 

 

3.1.4 Settlements 

3.1.4.1 Settlement  

This feature is available in the Omnichannel Reporting section as an immediate report. Provides payout 

information for transactions processed by Worldline Acquiring and offers detailed data for each settlement.  

Settlement information includes settlement reference number (crediting reference number) and the value date 

when the payout should be on your bank account. 

It is possible to export this information in PDF format. 
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3.1.4.2 Transactions of settlement 

Provides clear view on all transactions processed in a given settlement, including detailed information for each 

transaction. List of settled transactions can be comfortably exported in .csv format. 

 

3.2 Scheduled reports 

e-Portal allows you to retrieve large volumes of data for advanced analysis and to set up automatic retrieval of 

reports for ERP solutions. Reports can be one-shot or periodic and are fully customisable. They are generated 

offline according to your search criteria, then saved to a file and made available for download.  

 

You can subscribe to up to 10 active Scheduled reports , which have no limits in terms of file size or number 

of rows. 

 

 

3.2.1 Subscribe to a report 

e-Portal offers the subscription to the following scheduled reports:  

 

- Journal of transactions  

- Totals of transactions  

- Capture of transactions  
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3.2.1.1 Create a subscription 

When you choose a to Create a subscription , several fields can be selected, and their value adapted to your 

need. 
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3.2.1.2 Subscribe colleagues to a report 

You can subscribe other people in the organisation to the same reports as the ones you program on the 

portal, in a very simple way. 

 

When you Subscribe to personalized reports, add the email addresses of the people it should also be sent to: 
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3.2.2 Personalize the report 

3.2.2.1 Receive a standard daily report 

 

When subscribing to a personalised subscription, change the frequency to daily: 

 

 
 

3.2.2.2 Receive monthly contactless transactions 

When subscribing to a personalised subscription, change the filter: 
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3.2.2.3 Receive weekly non-authorized transactions 

When subscribing to a personalised subscription, change the filter: 
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3.2.2.4 Receive daily data on offline transactions 

When subscribing to a personalised subscription, change the filter: 
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3.2.2.5 Change the columns name of the report 

You can customize any label of the columns you choose to add to the report you create. 

When you subscribe to personalized reports, proceed as follows: 

 

 

3.2.2.6 Set the delivery time of the report 
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3.2.3 Delay of retention  

Your report is available for the following durations, and will be deleted from e-Portal when it expires: 

3.2.4 Connection to the SFTP  

3.2.4.1 Steps to follow 

1. Create your own SSH key (see details below)  

2. Declare your SSH key in e-Portal (see details below)  

3. Configure the SFTP connection:  

o Preproduction: sftp.eportal.preprod.worldline-solutions.com  

o Production: sftp.eportal.worldline-solutions.com  

o Port: 2222  

3.2.4.2 Create an SSH key 

SSH keys allow you to establish a secure connection between your computer and your SFTP directory during 

the validity period of the key (3 years) to retrieve your deferred reports. Not only is their use mandatory for the 

SFTP function, but they also prevent you from having to enter your username and password each time you 

download a report. As described below, an SSH key must be generated before being added. 

3.2.4.2.1 For Windows 

1. Download the tool called PuTTYgen available at: 

https://www.chiark.greenend.org.uk/~sgtatham/putty/latest.html 

2. Run the application, enter a Comment and a Key passphrase,  and click Generate to obtain a new 

key pair. 

3. Press Save private key" and choose the location and file name (e.g.: mykey.ppk): the file you 

generated is required to establish a secure communication with the SFTP server. 

4. Press "Save public key" to export the public key part. 

5. Copy the content in "My Profile > Manage SSH Keys" menu in e-Portal as described below. 

 

15 days Daily or unique report 

10 weeks Weekly or bi-weekly report 

5 months Monthly report 

https://www.chiark.greenend.org.uk/~sgtatham/putty/latest.html
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3.2.4.2.2 For Unix 

¶ Use the ssh-keygen tool to generate pairs of public (mykey.pub) and private (mykey) keys: ssh-keygen 

-t rsa -f mykey 

¶ Export the generated Open SSH key into RFC 4716 format: ssh-keygen -e -f mykey 

¶ Copy the exported key and copy the content in "My Profile > Manage SSH Keys" in the e-Portal as 

described below. cat mykey.pub | clip 

 

3.2.4.2.3 Supported formats 

¶ Must be a valid public key (additional verification - format of the key) 

¶ Type: RSA 

¶ Minimum key length required: 2048 bits 

¶ Format: RFC 4716 

¶ Envelope (e.g., user text) < 2KB 

¶ Envelope must start with "ssh-rsa" and content must be converted to PEM format 

(see:  http://blog.oddbit.com/2011/05/08/converting-openssh-public-keys/ using ssh-keygen) 

-----BEGIN RSA PUBLIC KEY----- 

 

http://blog.oddbit.com/2011/05/08/converting-openssh-public-keys/

















































