Digital Payments
for a Trusted World

e-Portal

Status: Final
Author: Worldline
Classification: Public



Public

Table of Contents

2.1
2.2

2.21
222
223
224
2.2.5

3.1

3.1.1
3.1.2
3.1.3

3.2

3.2.1
3.2.2
3.2.3
3.2.4

33

3.3.1
3.3.2
3.3.3
3.34
3.3.5

3.4

3.4.1
3.4.2
3.4.3

41

e-Portal
© Worldline

Password ManagemeEnt .........cuu i e 5
L LYo o =T g F= T 1= o =T o | 5
Create users and Profil€S...........oooii e 5
Change USErs FGNLS.......ooiiiiiii et e e 8
Delete and deactivate USEIS .......ccoooeiiiiiiiiiie et e e e e e e eeaeees 9
S€ArCh and EXPOIT USEIS......uuuiii i eeeeieeitieee e e e e ettt ee e e e e e e e e eetata e e s e e eaeeeeasesaaaaaeaaeeeennnes 11
AccesSs adminiStratioN ..........ooiiiii e 11
a0 a1 To 12T (=T =T o o] - PR 14
Journal of transactionS............ooviii i 14
Totals Of traNSACHIONS........u i e 20
Capture of tranSaCHIONS.........u.iii i 22
SChEAUIE FEPOITS...... oot e e e e e e e e e e bt ee e e e e aeeeeeanes 23
SUDSCIIDE 10 @ FEPOIT ... . e et e e e e e eeeanes 23
Personalize the rePOIt.........oouii i e e et e e e e e aeaaee 27
Delay Of ret@NtioN. ... ... e 32
ConNectioN t0 the SFTP ... 32
Transactions ManagemMent ... 34
Refund a transaction...........oouiiiiiii e 35
Perform an additional Sl .............ooo i 36
Perform @ MOTO ... ssnsnssnsnnnnnnnnnnnnnns 37
Manage YOUr AUPIICAES........uuiiiiiiiiiiii e 38
Protect yourself from fraud............c.ooeiiiiiii i 39
Financial reCoNCIliation............. oo 42
Retrieve information from the reconciliation ...............cccccoiiiiiiiiiies 42
NON-FECONCIEA FEPOM ... .t eeeeeenennnsnnnes 43
Subscribe to a reconciliation report...........ooooeeieie i 43
Api Key and secret credentialS............oooovvviiiiiiiiiiiiiiiiiiiiiiieeieeeeeeeeeeeeeeeeee e 45

Page 2 of 56



411
412
413
41.4
415
41.6
417

4.2

4.2.1
422
423
424
4.2.5
4.2.6
4.2.7
4.2.8

e-Portal
© Worldline

Public

KEY POINTS ... 45
How to getthe feature ... e 45
Customer not fully configured ... 46
DiSPlaying APL KEYS ... 46
AP KEY'S GENEIALION ...t e 47
F I =Yoo aT=T =1 (o] o F PP PPPPPPPPPP 48
LA T LR 1 P 49
Webhook and secret credentials.............ooooiiiii i 51
(@Y= V1= TR 51
SCC Y2 o | £ P 51
HOW 10 get the feature .............eieiiii e 51
Customer not fully configured ... 52
Displaying WEDNOOKS ...........uuuiiiiiiiiiiiiiii e 52
AATL=T o] ToTo] Q=T [ L1 o o PP 52
WEDNOOK FECIEALe ... e 54
LA T LR 01 PSR 54

Page 3 of 56



Public

e-Portal is the web interface of Worldline which allows you to visualize and manage your transactions

processed by your payment terminals and your online websites. It is designed to set up, monitor and analyse
your payment and transactional data.

The e-Portal is tailored to your needs. Your company accesses the portal via a secure instance, which only
contains its own information.

The portal is structured around several modules, activated according to the what you have subscribed:

- Reporting: view and manage your transactions
- User management: create and manage users

¥ QA_ePortal_AX Admin Admin [©)

Hello Admin, you can access to your applications:

Omnichannel Reporting Onboarding Terminal Management
ﬁ B immediate reports & Requests % [ snapshot

£ scheduled reports === [& Merchants =3 [ software overview
Online Payments Back-office Access Management

@ Main menu o0Oo * .

B Journal CDJ e

1P Administration Internai

Version : 9.3.0-SNAPSHOT

Released : February 22th, 2022
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Access management is a standard feature, available with your e-Portal access, whichever contract your
company signed with Worldline.

nnel Reportin

e all your payment trai

Terminal Manage

Monitor your estate of paymer

E @ Immediate reports Ell Snapshot @ Main menu
B Sscheduled reports o [3] Software overview B Journal

View all tools E!, Hardware Overview

Online Payments Back-office
rminals Manage your rvi

online paym:

ervices

[0 Q  Access Management o Active users: 191 o Inactive users: 42 N - |
ﬁDj Create and manage your users

It will allow you to fully manage the users accessing your portal, their rights, and limitations. You can:
group them by creating and assigning profiles, limit or block their access from outside the company network
by creating whitelists, modify their rights, deactivate, or delete them.

e-Portal will enforce the following password management rules:

» The use of strong passwords — to lower the risk of a security breach, a password must be of at least 10
characters long, must contain letters, numbers, uppercase, lowercase, numeric characters and special
characters.

* Regular password change - you will be asked to change your password every 90 days.

» Limit password re-use - your new password cannot be the same as your last 12 passwords.

+ Maximum of 3 login attempts — if you try to login 3 consecutive times with a wrong password, your
password will be locked. You will have to use the Forgot Password? link to reset it.

The users of your organization must first be created in the system, then be granted permission to access part
(or all) of the e-Portal features. They may be restricted to selected levels of information.

For users of your network to be able to use the portal, you must add them to the system.
You do so by creating a profile each and giving them rights. You can also manage groups within your
organization by creating profiles.

Fill in the fields as described below and save once you're done:

e-Portal Page 5 of 56
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When creating a new
user, you can assign
them a Profile.

Login w Email First Name Last Name Level Comment
i 00000fma@telnet.  0OO0OFMAQteine.  Fatma Fatma ALL
a il 0001hme. 12 ALL
Ossactivate oeer 0001hme@ingeni abc o ALL
Edituser
0002hme@ingen: with restriction n Shop.

Delete user

Enter the details for

Données & caractive personnel

each user accountyou Nivema focob do s -
create. -
The Comment if any Oubowten o

will appearin a column
of the users list.

To ease the process,

you can base the new
user on an existing

profile.

Orots bes au palement Fusean hecare Forsdmf

o -

Uniser e rofi existart. Faruiaf

aveun -

550 fadiet

Add a new user
Feaeratea 550
Personal daca
User sccess level User access level
User Management Rights Senctalevel
"
Onboarding
FTP Rights
TMS Rights User Management Rights €
GPRS Rights User anagement st
Payment Rights %

2020-11-26 0709

2020-12-1003:17:.02PM

noz.

2019-08-30 11:03:

2020-04-03 0411,

Adrease ema de contact

Nom

Langue po défaus Faculsnf

Englan

M

2020-07-20 09:36:46 AM

2020-12-1601:47:39 PM

Profile

2020-1217 11:57:02 .,

An email address is
mandatory, in order
for the user to
receive their
password to connect
to the ePortal.

Define if you want this

user to have

management rights over

other users or not.

Click on Add
a new user

User Type

Not federate

Federated

Not federate:
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Add a new user

Then checkthe '\
accessrightsto -
the available
modules for this
user.

Once they are created and have access to the portal, the user's actions on the e-Portal include:

¢ Changing their password,

¢ Modifying their personal settings,
Setting the time zone,

Changing the language of the interface.

6 languages are supported by e-Portal : English, French, Spanish, German, Italian, Dutch.

You must first create profiles to manage the users that you will create within groups.

e-Portal
© Worldline
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-

Then click on
the Add

profile button

to create one

Click on the
@ ePonal Profiles tab to
display the
profiles already m
available, if any

2 Deactivated users
Last modhed by restion doe Last modification dae Profie Type

)

2, Profiles
Jono00 201 31:23 AM Federated
2.prof randa moalla@groupe-teine. hela megdiche@groupe-tein ase 2018-04-06 05:12:38 PM 2019-08-30 12:37:13 PM Federated

prof randa moalla@groupe-teine. randa moalla@® e 2018-0406 0521:35 PM 2018-09-26 11:40:30 AM Not federated
2.prof randa moalla@groupe-teine superuser.um@ingenico.co a2 2018-04-06 05:57:23 PM 2020-01-28 08:55:50 AM Not federated
Add a new profile ‘ x

Name your profile: it will
be easier for you to
assign it later to the users
to be included in that

Global data

group.
You can also add a
comment that will appear
in the table of profiles.
User Management Rights.
Check IP
Administration to —_—

automatically give
this group the
right to manage
white lists

Click Save to
add this profile
to the list.

When creating a new user, you will be able to assign this profile from the "Profile" tab (see next section). All
the options and rights relating to this profile will be automatically applied to this user.

2.2.2 Change users’ rights

As an administrator, you're free to change the rights linked to each user, from the list of users you created,
e.g., to adapt these rights to a new situation.

You can also delete or temporarily deactivate a user and manage groups of users by modifying a profile.

e-Portal Page 8 of 56
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Three tabs give
access to active
and deactivated

users and to @ Aciveuses
profiles
Login Email Profile Level Reset
Py o
@ e-Portal Home - 4925 User(s) found
2
NAVIGATION Login 1z Email First Name Last Name Level
)
™
00000fma@telnet. 00000FMA@telne. Fatma Fatma ALL

,9"’ Active users

B o« ingeni. 000 i 0001hme 122 ALL
,9."‘ Deactivated users

Desactivate user

Each usercan be
edited, deleted or
simply
deactivated. In this
case, their name is
moved to the next
tab.

,9,’., Profiles Edituser

Delete user

2.2.3 Delete and deactivate users
2.2.3.1 Delete users

Active users
@

Login Email P

P2 4925 User(s) found
'_0..1
Login IF
)
™
00000fma@telnet

B  cooirmegingen.. You can delete a
user permanently
from the list at any
time, e.g., when
they’re no longer
part of the company.

Desactivate user

Edit user

Delete user

You can see all options available when selecting a user in the list in change user's rights.

Page 9 of 56

e-Portal

© Worldline



2232

You can see all options available when selecting a user in the list in change user's rights.

Deactivate users

Public

@ Active users

Login Email Prl
& 4925 User(s) found
ox
Login H £
0)
™
00000fma@telnet o
0001hme@ingeni. g 5
B You can deactivate a
user temporalnly from
the list at any time, e.g.,
Edituser when they’re on
B maternity or sick leave,
or working on another
IR R e k site.
@ e-Portal Home

2 Active users

,9“' Deactivated users

2 Profiles

Deactivated user
appear in the
corresponding tab

until you reactivate
them.

Note: a user who doesn’t log on to the portal for 90 days is automatically deactivated. Their profile is moved
from the "Active users" tab to the "Deactivated users" tab. To reactivate them, select them from the list and

choose the "Reactivate user" option from the drop-down menu to the left of their name.

2233

Deactivate and delete in bulk

The product allows to manage several users in one single time, by selecting different users to be deactivated /

deleted in bulk.

5322 User(s) found

(e
User 1D IF
00000000000000.
00000000000001
00000000000001

00000000000001

(=

e-Portal

© Worldline

Email

fat m@tel.net

00000000000001.

00000000000001.

00000000000001.

First Name

ctest

00000000000001..

00000000000001..

00000000000001..

Last Name

cc

00000000000001...

00000000000001...

00000000000001...

= Customize display

Level Comment

Shop

ALL

ALL

ALL

Creation date

2021-02-16 10:03

2021-02-16 03:40

2021-02-16 03:45

2021-02-16 03:45

Last connection date

Last modification date

2021-04-07 10:49:53 AM

2021-02-18 08:10:42 AM

Page 10 of 56
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224 Search and export users

2.2.41 Search a specific user

A search tool is available to look for a dedicated user, a group of users, to edit the rights, deactivate or delete
the user.

Active users

[ User ID Email Profile Level Reset ]

5322 User(s) found

User 1D 5 Email First Name Last Name Level
H 00000000000000... fat.m@tel.net ctest ce Shop
H Q0000000000001 00000000000001.. Q0000000000001 .. 00000000000001.. ALL

2.2.4.2 Export users and customize display

List of users can be exported in a CSV format and the grid view can be customized to add or remove specific
columns.

@ Add a new user 'i‘;;‘

Last Mame Lewvel Comment Creation date Last modification date Last connection date
4 M Shop 20210216 10:03... 2027-04-07 10:49:53 AM
0000000000000 ALL 20210216 03:40.. 2027-02-18 08:10:42 AM

2.2.5 Access administration

Once you have defined profiles and created users, you can manage their access to the e-Portal outside your
network with the IP administration function. This is done via the IP Administration menu.

e-Portal Page 11 of 56
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2.2.5.1

Create a whitelist

Public

e-Portal Home

@ Multiview

2 Active users
S x Deactivated users
23, Profiles

LT 1P Whitelisting

By default, nobody outside your local network can access the e-Portal. But you can limit access to the e-Portal

from outside your local network using the IP addresses of your colleagues' computers.

The access of these non-authorized users (i.e., whose computer's IP address is NOT included in the list) will
be rejected outside of your local network.

To authorize users to connect to the portal outside your local network, first, the option IP Administration must
be activated for the user managing IP rights (see Create users for details), and then follow the below steps.

Step 1:

Step 2:
IP Whitelisting
9 IP(s) found
IP/ Range
100.65.17.2
10.47.8
11111111111

12121210

e-Portal
© Worldline

User Management Rights

User Management Rights

[ IP Administration ]

Registration date

2021-03-23 09:31:01

2021-04-1511:52:08

2019-07-22 11:19:19

20181212 01:15:16

Add a new IP

IP/Range *

155 55 55 55

Comment

Andy to use the product from 14/05to 17/05

X

Add as many IP
addresses as

needed

Page 12 of 56




Step 3:

10 IP(s) found

IP { Range

Registration date

Public

IF Registered by

The IP is added to
the list, comment
included

150.55.55.50

2021-04-28 09:41:03 AM

superuser.um@ingenico.com

o

Andy to use the product from 14/05to 17/05

155.155.55.55

10478

e-Portal

© Worldline

2021-04-26 03:04:08 PM

2021-04-1511:52:08 AM

superuser.um@ingenico.com

superuser.um@ingenico.com

Julien sur site provider du 12/05 au 15/05
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3 Reporting

The omnichannel reporting module allows you to see all transaction details, both online and in-store,
according to the settings and the format of reports you define.

e-Portal offers the following Immediate reports (near real-time) and Scheduled reports (differed):

- Journal of transactions
- Totals of transactions
- Capture of transactions

The data on the e-Portal is made available over a 15-month history. The searches can go back up to 13
months on a rolling basis and you can export up to 2 million rows from the web interface. Beyond that, you
need to create scheduled reports.

Omnichannel Reporting Terminal Management Online Payments Back-office
View and manage all your payment transactions Monitor your estate of payment terminals Manage your online payment services
E B immediate reports E Snapshot @ Main menu
I_ B Scheduled reports = EJ Software overview @ Journal
View all tools E‘, Hardware Overview

OOO Access Management

o Active users: 191 o Inactive users: 42 Add
Create and manage your users

3.1 Immediate reports

3.11 Journal of transactions

The Journal feature is a standard feature from e-Portal which allows to retrieve and subscribe to a list of
transactions.

Omnichannel Reporting

v @ Immediate reports
Totals
Capture
B scheduled reports.
> 5 Transaction management
> O Risk prevention

[E] Merchant reports

e-Portal Page 14 of 56
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3.1.11 Retrieve a transaction

3.1.1.1.1 Find a specific transaction

Obtaining real time information via the Journal allows you to:

e Check how your business is doing,
e Save searches that you want to launch regularly,
[ ]

Export searches in Excel format, e.g., to send them to colleagues who don’t have access to the e-Portal.

Ze-Portal

(@ ePortal Home

v Ll immediate reports
Reports
Capture
[ Scheduled reports
> ) Risk Prevention

AP Merchant reports

~ [£J Transaction Reporting

Use search
criteria from

existing the filters

Reports
-

42 Transaction(s) found

Amount  Transaction type

Settlement date Transaction chamnel

InStore

InStore

ore filters
Apply
e —

The result of your searchis automatically displayed

Te-Portal

~ (& Transaction Reporting

... or select me
and click on « Backtooldversion  eport

Reset

PReconciiation :mu‘ Bank fees.

Advanced Fiters

Amaant

USD B4.80

Qe

EUR 49896 htiters

USD 203.06

 Back to old version

You can export
your search to
CSV or PDF files

Inarchange fe

eportal V6 user

.

Click on Customize

Reports.
@  eporal Home display to change the
Losion || At catscham Worten | e display of the columns = %
v Ll immediate reports 42 Transaction(s) found ustor ==
Reports
,,,,,,,,, — osen i Reconcasson et oank e P— v ows nechange
Copture
i inStore USDB480 0000 22012502000, 50140 s0000
5] scheduled reports.
nstore EvR4sase i 1000
s e—— f:llck and _d.rag the label x
I R in the position you want
N Merchant reports it to appear
B Reports
Transaction date(Server)... Location Amount Transaction type Card scheme Application na)
~ lul immediate reports 15 Transaction(s) found
Reports.
Tranaaction channel Amunt Bank fees seve]
Capture
i In Store. USD 30.19 USD 0.00 2020
£ scheduled reports
> O Risk o i In Stars. USD 4237 USD 0.00 2020+
View transaction details
USD 76.7( 0.00
&N Merchant reports View Receipt 670 uso 2020:
Sale UsD 27.37 USD 0.00 2020 .
UsD 84572 UsD0.00
A scroll-down menu « e - |
allows you to view the Us09929 us0000 2020112507000

receipt or the details of

agiven and
perform a new sale
based on its details

3.1.1.1.2 Find details on a specific transaction

See Retrieve a transaction to learn how to find a transaction, then follow the descriptions below to find the
transaction ticket and to refund it.

e-Portal

© Worldline
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| Ze-Portal v [Z] Transaction Reporting

@ e-Portal Home
! NAVIGATION
v [ul Immediate reports
' Reports
Capture
B Scheduled reports
> "3 Transaction management

> O Risk prevention

AP Merchant reports

Reports

Transaction date(Server)... Location Amount Transaction type

26 Transaction(s) found

For each transaction,
an arrow gives you
access to a drop-
down menu from
which you can select

Transaction channel

View transaction details h
] an option: select View
" View Receipt transaction details
: Sale
In Store EUR 388.74 EUR 0.00
i InStore USD 60.43 USD 0.00

Card scheme Application name

Settlement date Server date

More Filters Reset

= 2020-11-27 08:00:1...

- 2020-11-27 08:00:0...

- 2020-11-27 07:00:1...

= 2020-11-27 07:00.0...

46150001

50140001

50140101

50140001

50140101

Transaction Details

i Acquirer information

Acquirer information

Ingenico information Acquirer D:

Merchant information Acquirer card category:
Acquirer card origin:
Payment method information e T
Transaction information Acqirer fee:

Acquirer issuer bank code
Acquirer name:
Acquirer net amount
Acquicer reference:
Acquirer reference data:
Bank fees:
Card usage:

Filter key 1

Amount: EUR 35.37

At the bottom of the
window, an Export
PDF button allows
you to export all
information at once
and creates a PDF
file for you to share.

10123000001

EUR0.00

10123000001

EUR0.00

acq_ref_data
EUR 0.00

3.1.1.2  Find a merchant receipt

See Retrieve a transaction to learn how to find a transaction. Then follow the descriptions below to find the

client receipt.

e-Portal

© Worldline
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= e-Portal ~ [} Transaction Reporting

Reports
@ e-Portal Home =
Transaction date(Server)... Location Amount Transaction type Card scheme Application name More Filters Reset
NAVIGATION
~ |l Immediate reports 26 Transaction(s) found
Reports -
Transaction channel Amount Bank fees Settlement date Server date IF POS
Capture
B nstore For each transaction, an - 2020-11-2708:00:1.. 46150001
{5 scheduled reports arrow gives you access
View transaction details toa dl’OpTdOWI'I menu 2020-11-27 08:00-1... 50140001
> 3 Transaction management ) X from Wh'Ch_you can
View Receipt select an option: select
- 2020-11-27 08:00:0... 50140101
> O Risk prevention Sale View Receipt
AP Merchant reports i InStore EUR 388.74 EUR0.00 2020-11-2707:00:1.. 50140001

Merchant Receipt

SEPAFAST
¥S_OnlineCustomer
SAINSBURY'S \ St Store
BARCLAYS 6652037 In the_ bottom of
TIo 4610001 the window, the
402547XXXKXX0594 Export PDF

11:27:2020 070013 button allows
000001 46150001

AMOUNT 35.37 EUR you to export

PAYMENT APPROVED the receipt

MERCHANT RECEIPT

‘THANK YOU FOR YOUR VISIT

Export PDF

3.1.1.3  Customize the journal

There are several actions you can perform on the column of the tables displayed by the portal.

Resize columns
Simply click on drag the column to resize it.

v

&
<
Server date Ed

2020-11-27 01:00:07 AM

2020-11-27 01:00:11 AM

2020-11-27 02:00:07 AM

—>

Server date 1F

2020-11-27 01:00...

2020-11-27 01:00...

2020-11-27 02:00...

e-Portal Page 17 of 56
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Move columns
Simply move the column header to the location of your choice via the Customize display menu.

29 Transaction(s) found

Transaction channel Amount Bank fees Settlement date Server date 1= Pos Interchange fees Scheme fees Country city
In Store EUR 757.05 EUR 0.00 . 2020-11-27 01:00... 50140001 EUR0.00 EUR 0.00 Italy Rome
i InStore EUR171.69 EUR0.00 = 2020-11-27 01:00... 50140001 EUR0.00 EUR 0.00 Italy. Rome

Organize your columns Organize your columns
(Drag to reorder) (Drag to reorder)

The name of columns
can be change:
double-click its label
when reorganizing
them and type in the
name of your choice

#  Transaction channel

i Transaction channel

i Amount

29 Transaction(s) found = Customize display

Server date IF Transaction channel Amount Bank fees. Settlement date POS. Interchange fees Scheme fees Country
i 2020-11-2701:00:0... In Store EUR 757.05 EUR 0.00 < 50140001 EUR 0.00 EUR0.00 Italy
2020-11-27 01:00:1... In Store EUR171.69 EUR 0.00 - 50140001 EUR0.00 EUR0.00 Italy

e-Portal Page 18 of 56
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Hide and display columns

29 Transaction(s) found

Transaction channel

In Store

i In Store

Check/Uncheck
the boxes of your
choice

e-Portal

© Worldline

Amount

EUR 757.05

EUR171.69

Acquirerssuer bank code.
Acquier name.
Acquier net amount
Acquer reference
Accirer reference data

1 Bank fees.

Card usoge
Finerkey 1
Finer key2
Finerkey3

Fiterkey &

Bank foes

EUR0.00

EUR0.00

Amount

EUR 757.05

EUR 171.69

EUR178.73

USD 237.66

EUR 285.35

EUR11.70

EUR 827.95

USD 659.93

EUR 529.42

EUR 21.25

USD 14.35

EUR 590.34

Settlement date

B Token offine.

Allowed forcing code.
3 amount

Public

|

2020-11-27 01:00...

2020-11-27 01:00...

Capture

Captured

Not captured

Not captured

Not captured

Not captured

Not captured

Not captured

Not captured

Not captured

Not captured

Not captured

Not captured

Card type

DEBIT

DEBIT

DEBIT

CREDIT

CREDIT

DEBIT

CREDIT

CREDIT

Intorchange fees

EUR0.00

EUR0.00

= Customize display

Issuing bank

N/A

N/A

N/A

BANK OF AMERICA, N....

UNICREDIT S.PA.

N/A

N/A

BARCLAYS BANK PLC

N/A

N/A

N/A

Scheme fees

EUR 0.00

EUR 0.00

The selected
columns and the
related information

appear in the
window

Once the portal has
displayed the
transactions you
asked for, click on

Customize display

Country City
aly Rome
aly Rome

main

Page 19 of 56
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3.1.2 Totals of transactions

The Totals feature is a standard feature from e-Portal which allows to aggregate transactions on one or two
dimensions with full flexibility.

This module allows merchants to build specific reports according to their needs and help them to follow-up
and operate their business

Omnichannel Reporting

v @ Immediate reports
Journal
Capture
5 scheduled reports.
> 8 Transaction management
> O Risk prevention

[E] Merchant reports

3.1.2.1  Aggregate on the type of transactions

Totals are aggregated by default on the highest level of the structure the user has access to, and by type of
transactions (net, sales, charities, tips, cashbacks, debits, refunds, cancellations and failed). The whole
structure is available to aggregate the transactions per any level (per country or per store as an example).

Just like the journal there are as well a list of available filters in the top menu, to narrow down the search. This
list is available in the section List of filters, columns, and dimensions.

(@ e-Portal Home

POS Merchant’D (@ MoreFilters | © Dimensions: Country J Split by Reset r 0O

NAVIGATION

~ B mmediate reports

rnal
Eell Country Net amount Sales amount Charities amount Tips amount Cashbacks amount Debits amou

Totals
Ialy EUR 8,084.78 138 EUR 10,317.32 95 e EUR 0.00 0 EUR 0.00 o EUR 0.00 0 EUR 18,317.32
Capture
United States usD 136771 & UsD 11,8547 & @ usnom o uspoge o usDooe o usD 1185470
) scheduled reports
- United Kingdom 8P 50685 18 GEP 906,85 8 @ cweas ® @ oEP0oo 0 aBP 000 [} GBP 91600
> 3 Transaction management

> Q) Risk prevention

[E] Merchant reports

3.1.2.2  Aggregate on one or two dimensions

Totals can be aggregated on one or two dimensions. The list of available dimensions is available in the
section List of filters, columns, and dimensions.

As an example, the following reports can be built using the dimensions widget on the top menu, as described
in the following image:

e-Portal Page 20 of 56
© Worldline



Public

- a store director can follow-up the transactions performed by their different Point of Sales during the day
- an accountant can retrieve the total number of transactions performed by each store split per merchant ID

Totals
6 orortatHome
Transaction date (Serv... Location
o[B) T s

Ji
journal Application name

Totals

POS Merchant ID @® More Filthrs

AMERICAN EXPRESS USD 1410038

~

Application name -

Scheme - i 0.04

Important note: it is possible to split the totals by period (day, week, or month) thanks to the widget called
“Split by”, which is located right next to the Dimensions widget.

3.1.2.3

List of columns, filters, and dimensions

The list of filters, dimensions, columns, and periods which are available in the feature are:

Filters & Dimensions Filters Only Columns Split By
Acquirer ID Receipt date Net amount Day
Application name Server date Sales amount Week
Bank code Charities amount Month

Capture status

Tips amount

Card type Cashbacks amount
Cashier Debits amount
Issuing bank Refunds amount
Level 1 Cancellations amount
Level 2 Failed amount
Level 3
Merchant ID
POS
Scheme

Transaction channel

e-Portal
© Worldline
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3.1.3 Capture of transactions
Warning! This feature is restricted to Instore payments.

The Capture feature is a standard feature from e-Portal which allows to retrieve and subscribe to capture
reports, which contains all transactions which are sent to the acquirers of the merchants.

A transaction that was captured contains a capture number and a date.

Omnichannel Reporting

v @ Immediate reports
Journal
Totals
5 scheduled reports.
> 8 Transaction management
> O Risk prevention

[E] Merchant reports

3.1.3.1 Search capture reports

This feature allows you to filter on a capture event rather than just a transaction date. This way, you make
sure you don’t miss any transaction.

Filters are used the same way as in the other modules, to narrow a search on a particular use case, or on the
contrary to widen it on the date of capture.

Capture logs resume everyday transactions per given merchant ID. Each report allows you to check which
transactions generated the corresponding capture.

3.1.3.2  Capture receipt integrated to the grid

In this version of the capture module, the ticket content is integrated to the grid to facilitate the extraction of
the information.

The total amount, total debit, total credit, total cancel, total failed are displayed in the grid. The total is
displayed both in amount and in number of transactions that it represents.
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Capture
[@ e-Fortal Home
B Dl copture Number  Location  MerchantlD @ More Filters
v B immediate reports 3 Capture(s) found
Journal
Merchant 1D CapwreDate  IF  Capture Number Application name . Net amount m red Failed
Totals
1940000101 2022-03-03 115501 PA Amex EMV FR 0000016820 0100 0134 usp 3.4 ! u
Capture
B scheduled reports
312:49:35 AM £y PR ! EuF Rt ® EUR
> 2 Transaction management
> Q Risk preventior
B Merchant reports

All the transactions related to the capture event will be displayed by clicking on the capture number via a link
to the journal. You will be redirected to the journal with fields already filtered to get the list of transactions. It
gives accurate totals and aligned information in all e-Portal modules.

e-Portal allows you to retrieve large volumes of data for advanced analysis and to set up automatic retrieval of
reports for ERP solutions. Reports can be one-shot or periodic and are fully customisable. They are generated
offline according to your search criteria, then saved to a file and made available for download.

You can subscribe to up to 10 active Scheduled reports, which have no limits in terms of file size or number
of rows.

Omnichannel Reporting Terminal Management Online Payments Back-office

View and manage all your payment transactions Monitor your estate of payment terminals Manage your online payment sefvices

- & Immediate reports E Snapshot (@ Main menu
m a Scheduled reports = @ Software overview @ Journal

View all tools ﬂ Hardware Overview

OOO Access Management

® Active users: 191 o Inactive users: 42 =3
Create and manage your users

e-Portal offers the subscription to the following scheduled reports:

- Journal of transactions
- Totals of transactions
- Capture of transactions

When you choose a to Create a subscription, several fields can be selected, and their value adapted to your
need.
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(@ ePortal Home
NAVIGATION

> |ul Immediate reports

> 2 Transaction management

> (O Risk prevention

& Merchant reports

e-Portal
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Menus become
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Scheduled reports

Active  Inactive

1Report(s) found
Subscription name Status ti Frequency Format
i Test Google Active 20201202 02:59:59 AM. 202011:2502:23:07 AM Weekly csv

Subscribe
‘Select your report origin

“ L e Journal "
© Location: Select the options
Select your report type of your choice
© cotums while they unfold
O Fiters: featon Tiansacton dste b when your click on
© settings: O Report on Transaction date Next at each step
o u of the process

) Report on Dehta acquirer

Click on

Subscribe

« Back to old version

Trems per page: 10

green and a Choose your location ,
checkmark shows Subscribe
you have selected e
the associated @ Report origin & type: " -
sgmnga mﬂ\lﬁmmm
@ Location Qsesrch
© columns: ALL
& France
O Fitters Do
© settings: Portugal

€portal V6 user

eportal vé@ingenice.com

- 1-1001 K < > 3
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Personalize your columns x

Subscribe
‘Select your columns. Organize your columnsg
(Drag to reorde, click 1o
rename)
@ Report origin & type: Q, seareh columns.
Souenal Report on Traasacion M
o 5 Cardtype
@ Location: H B Acqdea eferenc
f— Acquirer infermation 1 Cardcategory
i Bankfees
Recquirer card category e T
© columns: Acquirer card ofigin Card rumber & Gapture date
Acquirer card scheme.
© Fiters: Cord i Capture number
Aoquiner fe 1 cardrype
© settings: Acqirer ID Checue ursber = Amount
Acaquirer issuer bank code o
ard eategory
EET) Issuing country
‘Acquirer net amount Scheme D

B Acquirer reference

Token

‘Acquirer reference data Token offline

2 Bank fees
Cardusage Transactian information Check the Columns
~oE0 Acceptance method that you want to see in
ekt pesountro your report and
Filter key 3 Allowed forcing code . . h- h
— e — organise in which
Host response Amount in eardholder curency order thev appearin
Inerchange fees. Authorization the file
Merchant country code Authorization number
Merchant vae Bt decstion code

Merchant vakse 2

Select your fiters X
Subscribe
Q search fiers.
@ Report origin & type: Acquirer information "
Sounss Reportan Transacton
e
Ingenico information ~
@ Location:
[ Application name £
@ columns:
Search
T columne selected Q
AL
© Fiters: Aocord EMV
& Accord Piste
© settings:
& Amex EMV FR
CHEQUE FR

Ingenico transaction number

Add the
filters of your

Original transaction numbar

e choice N
e .
D .
Merchant information v
Payment method information v
Transaction information ~

Specify your settings X

Subscribe
‘Subscription name: Format:
@ Report origin & type: Monthly report A csv .
sl et Temsacin
dite Retrieval Mathad .
Emad notification :
@ columns:
E—
== S
- o riodic C e .
© e e et ihe report, The SFTP retrieval
Transacton e . implies access to a
o ipt Time ime.
© settings: e e rec;::::nmode, secured server and
St . ik requires the
creation of an SSH
s o key. Retrieval via
Monthly v v the ePortal can be
= - — done after you have
woean Y nsseu Y neee received an email
alert informing you
Recipients: 9,
. of the report’s
Finally, check — availability.
the names of the

persons who cetfabgingenicn com
should also be D cesrc faburtngenicaggmail com
receiving the cabursecgnguicncom

chris hollingsworth@ingenico.com

report. eteraLsseinamicacon Click on

Subscribe
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@ ePeonal Home
NAVIGATION
> |ul Immediate reports
[ Scheduled reports
> 3 Transaction management
> (J Hisk prevention

& Merchant reports

3.2.1.2

Public

~ [ Transaction Reporting

« Backtooldversion  eportal V6 user Y | s |
Scheduled reports 9 Subscribe
petve nact Your subscription
appears in the table
2 Report(s) fou of the Active tab of
scheduled reports
Subscrption name Frequency Formar Report tpe Omner
B vontiyrepona Active 2020-12-01 06:59:59 AM - Monthly csv Transaction eportal v6@ingenico com
L2 Active 202012:02 02:59:59 AM 2020-11-25 022307 AM Weekly csy Transaction pontal.v6@ingenico.com
Delete subscription
Deactivate subscrigtion Memsperpage 10w 1-20f2
Edit subscription
e~
Click on the icon to
the left of the
subscription to
access to available
options

Subscribe colleagues to a report

You can subscribe other people in the organisation to the same reports as the ones you program on the
portal, in a very simple way.

When you Subscribe to personalized reports, add the email addresses of the people it should also be sent to:

Subscribe

° Location:

France + 1

° Columns:

7 columns selected

@ Filters:

1 filters selected

o Settings:

Specify your settings X
Subseription name: Format:
Daily report B csv v

Retrieval Method:

+/ E-Portal X SFTP:Add a SSH key in your

settings in order to use SFTP.

Email notification :

Select period:

© Periodic report O) One shot

Transaction time:

© Receipt Time ) Server Time

Settlement data:
O Yes © No

Pre-defined Frequency:

Daily v

From To Latest delivery time

12:00 AM ~ 11:59 PM ~ None

Recipients:

Q_ search

Add the email
addresses of the
people who should
also receive this report

cedric.faburel.ingenico@gmail.com

123456789112345678921 1 1
a@1234567891123456789212345678931234567894123456789...
anita.stankova.abc123@ingenico.com

anita.stankova.oc@ingenico.com

PPrevious

e-Portal

© Worldline

Page 26 of 56



Public

3.2.2 Personalize the report

3.2.2.1 Receive a standard daily report

When subscribing to a personalised subscription, change the frequency to daily:

3.2.2.2

Specify your settings
Subscribe
Subscription name: Format:
@ Location: Daily report B csv .
France + 1

Retrieval Method:

- EPortal
° Columns:

7 columns selected

Email notification

% SFTP: Adda SSH key in your
settings in order to use SFTP:.

Define the settings
of your subscription
(name, format,
retrieval method...)

@ Fiters: )
1 filters selected
Select period:
@ Ssettings: © Periodic report O One shot
Transaction time:
© Recelpt Tine () Server Time

Settlement data:

Define a Daily

) Yes O No o
freq y and

Pre-defined Frequency. selectthe time of

Daily - your choice

From To Latest delivery time

12:00 AM e 11:59 PM v None
Recipients:

Q_ search

Finally, check the

report.

cedric.faburel ingenico@gmail.com

12345678911

anita.stankova.oc@ingenico.com

2.

names of the
persons who Should a(@1234567891123456789212345678931234567894123456789..
also be receiving the anita.stankova.abcl 23@ingenico.com

Receive monthly contactless transactions

When subscribing to a personalised subscription, change the filter:

e-Portal

© Worldline
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@ ePortal Home

NAVIGATION

> |al immediate reports
[ Scheduled repons

> 3 Transaction management

Public

Select your filters.
Subscribe
Q searn iters In the Filters
@ Location: Acquirer information section, unfold the
e Payment method
Ingenico information
© coumns information menu
Filters: P " ]
Settings:
[re— e
B
O — Check
L Contactless in
o Card entry type
O search
AL
[e—
1 contactiess
& card
B wmobile
Card number
Cand s
cantiype
L o—

Name the report

Specify your settings. .
Subscribe in order to better
beilion e identify it in the list
@ Location:
fa—
Retrieva Mo
® ool + E-Portal X SFTP: Add a SSH key in your
mns settings in order to use SFTP
——
Email notification.
@ Filters:
prass—
Selectperiod
Perodic repcet O Onestot
© settings: © " -
Transaction e
O Receipt Time Server Time.
Setement daa
0 Yes O No
Pre-defined Frequency. Stant Day:
Monthly v 1 v
om 0 T
12:00 AM e 11:59 PM v None e
Recipients:
Q search

Scheduled reports.

Active  Inactive

1234567891 »

anita stankova.abcl 23@ingerico.com
anita stankova.oc@ingenico com
biartest-0) @g net

The report appears in the
table of subscriptions

Monthly contactless transactions.

Active - -

Receive weekly non-authorized transactions

When subscribing to a personalised subscription, change the filter:

e-Portal

© Worldline

Click on Next

3 Subscribe

Owner

eportal vé@ingenico.c...
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Select your filters. X
Subscribe
Q Search filters
0 sine Acquter nformtion In the Filters v
Ingenico information section, unfold the -
Cols 3
(] o - Transaction ;

information menu

Allowed forcing code
Amount Check Not
ettt cmsdbober vy authorized in

Authorization

Authorization

Specify your settings

Subscribe Name the report
Subscripton name in order to better
© Location: Weekly unauthorized ransactions identify it in the list
o
Retrieval Method:
- + E-Portal X SFTP: Add a SSH key in your
Sl stings norder 1o use SFTP
Emai ntiicaion
@ riers:
Fr—
Select penod.
© setiings: © Periodic report O One shot
Transaction tine
O Receipt Time. Server Time

Select a weekly

Settement dat:
Oves Ore frequency and the
Predefined Fregquency. Stat Doy start day of the report

Weekly v Monday v

— * r—p——

1200 AM » 1159 PM A None
Recients:

Q seacch

anita stankova.abe1 23@ingenico.com
anita stankova oc@ingenico com

bjatest01@g net

Click on Save

~ =

TePortal v [Z] Transaction Reporting eportal V6 user Yy igenico |z

Scheduled reports Subscribe
(@ ePortal Home e

Active  Inactive

NAVIGATION

> Ll immediate eports The report appears in the
e table of subscriptions
Frequency Format Report type. Owner
> 3 Transaction management
i Weekly unauthorized transactions Active - - ‘Weekly csv Transaction eportal.vé@ingenico.c...

> O Riskprevention
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3224 Receive daily data on offline transactions

When subscribing to a personalised subscription, change the filter:

Select your filters x
Subscribe
Cardholder verification method v
@ Location: ‘CashBack amount o
Fances1

Charty amount %
In the Filters

ey section, unfold the -

DCCfeg Transaction v

Degraded mods indicator information menu -

FNC! answer

Forcing type.

Guarantor answer

Instalment flag

Check Offline in
Mode

Click on Next

Subscribe Name the report

Subscription name: 5
@ Locati Daily offline transactions. in order to better
ocation: ; R 9
— identify it in the list
Retrieval Method:
© + EPortal X SFTP: Add a SSH key in your
Skl Settings in orderto use SFTP
7cohumas selected
Email notfication
@ ritters
pre—
‘Select period:
° Settings: © Periodic report One shot

Transaction time:

© Receipt Time Server Time
Setlement data:
ves 0N Select a daily

Pt Feiany frequency and the start
time of the report
Daily v
Loy To Latest eltvery teme
1200 AM ¥ 11:59PM ¥ None v
Recipients:
Q search
122467891
anita stankova abc1 23@ingenico.com
anita.stankova oc@ingenico com
bja-test-01 @g net

Te-Portal v [Z] Transaction Reporting Beraiveser ¥ ingenico |

Scheduled reports 3 Subscribe

@ ePortal Home

Active  Inactive
NAVIGATION

> lal Immediate reports The report appears in the

table of subscriptions

B Scheduled reports.

> 23 Transaction management

> ) Risk prevention
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Change the columns name of the report

You can customize any label of the columns you choose to add to the report you create.
When you subscribe to personalized reports, proceed as follows:

3.2.2.6

e-Portal

© Worldline

Organize your columns

(Drag to reorder, click to rename)

i Card type

Double-click the
name of the column
which name you
want to change

i Amount

i Card category

Capture date

Capture number

Set the delivery time of the report

Subscribe

@ Location:

France+1

e Columns:

7 columns selected

Q Filters:

afilters selected

o Settings:

Specify your settings

Subscription name:

Format:

Daily offline transactions csv

Retrieval Method:

+ E-Portal

i Card category

Organize your columns
(Drag to reorder, click to rename)

i Cardtype

i Bank#1 reference number

i Bank fees

ii Capture date

i Capture number

i Amount

X SFTP: Add a SSH key in your

settings in order to use SFTR:

Email notification

Select period.

O Periodi

c report O One shot

Transaction time:

© Receipt Time

Settlenent
) Yes

data:

O No

Pre-defined Frequency:

Daily

From
12:00 AM

Recipients:

To

h 11:59PM

Q search

1234567891123456789212345678931 23456781

) server Time

Latest delivery time
06:00 AM

) 04:00 AM
) 05:00 AM
© 06:00AM
) 07:00 AM
4 () 08:00 AM

1 123456
anita stankova abc 23@ingenico.com

anita.stankova.oc@ingenico.com

) 09:00 AM
3 10:00 AM

2 11:00 AM

bja-test-01@g.net

PR

Type the name of
your choice and click
Next for the change
to be automatically
taken into account

In the Settings,
selectthe Latest
delivery time, then
Save
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Your report is available for the following durations, and will be deleted from e-Portal when it expires:

15 days Daily or unique report
10 weeks Weekly or bi-weekly report
5 months Monthly report

1. Create your own SSH key (see details below)

2. Declare your SSH key in e-Portal (see details below)

3. Configure the SFTP connection:
o Preproduction: sftp.eportal.preprod.worldline-solutions.com
o Production: sftp.eportal.worldline-solutions.com
o Port: 2222

SSH keys allow you to establish a secure connection between your computer and your SFTP directory during
the validity period of the key (3 years) to retrieve your deferred reports. Not only is their use mandatory for the
SFTP function, but they also prevent you from having to enter your username and password each time you
download a report. As described below, an SSH key must be generated before being added.

1. Download the tool called PuTTYgen available at:

2. Run the application, enter a Comment and a Key passphrase, and click Generate to obtain a new
key pair.

3. Press Save private key" and choose the location and file name (e.g.: mykey.ppk): the file you
generated is required to establish a secure communication with the SFTP server.

4. Press "Save public key" to export the public key part.

5. Copy the content in "My Profile > Manage SSH Keys" menu in e-Portal as described below.
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-
@ PuTTY Key Generator

File Key Conversions Help

Key

Public key for pasting into OpenSSH authorized_keys file:

ssh+sa AAAAB3NzaC lyc2EAAAABJQAAAQEAIdMDbSaZAx -
+L0VaEuaigRwX0j0 1hVa5CHoOqbl87AuH78Ball8cZi0Z2\WVvpOzQ5HWENs TbPd/D [
2RLyUYlizVpRC3n6mjVQ7KhFo@bWyox 1=
+WZn62Bz1ZTpFAGqWsodtrdurHaBmP3Ltv DGLyIHnXwz50 124Bzp TKb SydrNotupsHE
wjCt14Za/eBPhhvqzihL 575+ 7Ktz6Goo DICKTQEFSFD 12CyPeueRI2SMH/KSMHKEs 1g ~
Key fingerprint: ssh+sa 2048 5c:dd:b243:47:61:ca:88:e3:61.45:40:7:89b1:02

Key comment: rsakey-20180126

Key passphrase:

Confim passphrase:

Actions

Generate a public/private key pair
Load an existing private key file | Load

Save the generated key l Save public key ] [ Save private key ]
Parameters

Type of key to generate:

@ RSA (7 DSA () ECDSA () ED25519 (Z) SSH-1 (RSA)
Number of bits in a generated key: 2048

3.2.4.2.2 For Unix

e Use the ssh-keygen tool to generate pairs of public (mykey.pub) and private (mykey) keys: ssh-keygen
-t rsa -f mykey

e Export the generated Open SSH key into RFC 4716 format: ssh-keygen -e -f mykey

e Copy the exported key and copy the content in "My Profile > Manage SSH Keys" in the e-Portal as
described below. cat mykey.pub | clip

3.2.4.2.3 Supported formats

e Must be a valid public key (additional verification - format of the key)

o Type: RSA

e Minimum key length required: 2048 bits

e Format: RFC 4716

e Envelope (e.g., user text) < 2KB

e Envelope must start with "ssh-rsa" and content must be converted to PEM format
(see: http://blog.oddbit.com/2011/05/08/converting-openssh-public-keys/ using ssh-keygen)
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3.2.4.2.4 Manage an SSH key via e-Portal

Click on the usericon in
the upper-right part of the

sion eportal V6 user portal's window
SSH Keys ...then on the « +»
. sign to add a key
User Settings
Name Created SSH Key °
User Information Name : SSH Key :
Password SSH Key 1
:
Name the key (note that Then click on Add.
_the name mustbe The key appears in
unique among the user’s the list
Click on SSH listed keys).
keys... Both fields in the window Cancel
are mandatory.

SSH keys expire after 3 years. An email notifies users of the expiry date of their keys, which they must renew,
should they want to continue accessing the Worldline SFTP server.

Note: users with a valid and non-expired SFTP connection are considered active and will be able to access
their reports via the SFTP server, even when they haven't logged into the e-Portal for a long period of time.

33 Transactions management

Transaction management is an optional feature, available with your e-Portal access only if specified in
the contract your company signed with Worldline.

The use cases described in this section are accessible via the Transaction Management menu.

Omnichannel Reporting

> B immediate reports

B Scheduled reports

v ':‘ Transaction management ]

Cheque manual entry

~ O Risk prevention
Cheques blacklist

[E] Merchant reports
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The "Transaction management" menu allows you to carry out transactions from the portal:
- With the MOTO (Mail Order Telephone Order) function based on the data provided by the cardholder,
- Directly from a transaction registered on the portal, to make a refund or an additional sale.

3.3.1 Refund a transaction

3.3.1.1 Perform a refund

The "Refund" feature is available as an option.
Contact your local Worldline interlocutor, should you want it to be activated.

Important notes

e A transaction must be in "captured"” status, i.e., it must have been sent to the acquirer to be refunded.

e Arefund transaction is processed in "Online Payment" mode and must be activated by your contract.

e This "Online Payment" contract must be provisioned on the e-Commerce platform.

e The right to refund (via the portal) must be activated for the user, either as a requester or as an
approver, according to their role.

e When a partial refund has been done to a transaction, the user must wait up to 15 minutes before
submitting another refund on the same transaction.

p- ™

The portal
displays all the
transactions
you asked for in
the Journal

Journal
@

Transactions

In this window, you can also:
- Exportthe resultin CSV or PDF formats,

lal Jion  Amount  Transacliontype  Paymentmethod  Cardscheme  Applicationd ~ Customize the display of columns.
5 288967 Transaction(s) found Customize display
Server date IF Receipt date Amount Country Store Env. Transaction type Mode Card sc
- 202 For each transaction, UK STO00261 STO00261_CNP Payment Online VISA
View transaction details an arrow gives you
Visw Ordar accesstoa dl’DP»dOWJ'I UK STOD0S67 STODO567_CNP Payment Online VISA
menu from which you
Refund can select an option: UK ST000472 STOD0472_CNP_PPR  Payment Online VISA
selectrefund
Refund X
Remaining Amount in the Order. Refund amount Enter the refund
GBP 130 - " amount, a comment
(4:1 Of the refund amount: . .
if you wish, then
" Confirm
The window displays the
order history of the selected
Order history -~ . . o
transaction, and its details.
ou » S~ S sire
2020-12-10 05:26. GBP 130.00 Payment Online Approved Yes 90000056373839.. STO00472_CNP._..
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From a transaction registered in the portal, and without the cardholder's card details, you can make refunds
by web. To limit fraud and to reduce the risk of mistake, this process can be a operation in two steps where
authorizers supervise the refunds initiated by requesters.

This menu allows you manage the second step of refund requests.

Filters allow you to
set the search

criteria. Then click on ‘

Validate |
— —
o -~
- R Lee: b e b
- | The portal displays
the list of
8 transactions you
- ~ asked for.
. R T (e
B = . - .
N
J For each transaction, |

an arrow allows to
Reject, Rework or r
Validate it, depending
on its status.

Authorized users of your organisation can proceed with sales by web, e.g., when a customer has bought a
product in store and is missing an accessory for example.

This operation is done using an existing transaction. Find the transaction which needs to be completed, as
explained in Retrieve a transaction, then proceed as explained below.
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e-Portal v [Z] Transaction Reporting

Reports
(@ ePortal Home
e T
NAVIGATION
~ lal Immediate reports 26 Transaction(s) found
i) Transaction channel Amount Bank fees
Capture
B st EUR3!

[ Scheduled reports Once you found

View transaction details cur2s the transaction that
> 3 Transaction management ——— needs refund,
o select the Sale
> O Risk prevention E
AP Merchant reports g " Store

Sales by web x
Enter the
an amount and
validate
Order istory

20923105430, ERSOSI  Paymen instore

The window displays the
order history of the
transaction, and its details.

3.3.3 Perform a MOTO

Using the card’s details, the MOTO menu (Mail Order Telephone Oder) allows you to make a manual
transaction by creating an "online" transaction (WLOP contract and associated PSPID required):

MOTO
Store location
fowestlevl County
- Chooseone o
Enter the store
location information — is
and the trasaction
details, then click $hop
Confirm ~Chossene v
Transaction detail

Pieaze enter the payment Please select the type of transaction
information

© Detnt ) Cregit

Orde reference” Amount®
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Based on the information of a cheque, you can also perform a manual transaction on the e-Portal (this
transaction will appear as Instore transaction, WLOP contract not required):

7

Type the information

concerning the store

and the transaction,
then validate.

Transaction infarmation

Warning! This feature is restricted to Instore payments.

ﬁ\.l Duplicates management is an optional feature, available with your e-Portal access only if specified in
the contract your company signed with Worldline.

When a transaction is identified as a potential duplicate of another transaction, it is automatically quarantined
by Worldline and displayed in the Duplicates management feature of e-Portal. Two separate views allow you
to retrieve and manage the potential duplicates:

- Transactions
- Actions history

This view displays potential duplicates from the last 15 rolling months with additional information on the
transaction. You can retrieve potential duplicates by using the filters, display additional information on the
transaction and manage them by performing one of the following actions:

- Process transaction: capture one or several transactions if they are not actual duplicates. The
captured transactions will be sent to the acquirer and be displayed in the journal of transactions.

- Reject transaction: discard one or several transactions if they are actual duplicates. The discarded
transactions will not be sent to the acquirer and will be permanently deleted.

If you perform an action on a potential duplicate, it will disappear from the Transactions view. If you do not
perform an action on a potential duplicate, it will stay in the Transactions view until an action is performed
during 15 rolling months.
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Duplicates management
@ e-Portal Home

Transactions Actions history
NAVIGATION

|‘ Dashboard Transaction date (Serv... Location Amount Transaction type Scheme Application name @ More filters Reset ¥ Q

> E Immediate reports

707 Duplicate transaction(s) found Customize d
> E Scheduled reports
Server date 1= Receipt date Amount Country City Scheme
v Z Transaction management
|2024-04-12 10:30:30 PM 2024-04-12 08:30:30 PM EUR13.20 Itaty Rome North_Rome Payment CcB
Cheque manual entry
MOTO 2024-04-12 09:30:30 PM 2024-04-1207:30:29PM  EUR14.26 Italy Rome North_Rome Payment cB
Requests management H 2024-04-12 08:30:29 PM 2024-04-12 06:30:28 PM EUR 79.42 Italy Rome MNarth_Rome Paymant cB
Duplicates management
2024-04-1207:30:30PM  2024-04-1205:30:30PM  EUR16.56 Italy Rome North_Rome Payment CB
> (J Risk prevention
2024-04-1206:30:30PM  2024-04-1204:30:30PM  EURTD38 italy Rome North_Rome Payment cB
[E] Merchant reports
2024-04-12 05:30:30 PM 2024-04-12 03:30:30 PM EUR16.28 ltaly Rome North_Rome Payment cB

3.3.4.2 Actions history

This view displays the history of all actions performed on potential duplicates from the last 15 rolling months.
You can retrieve the following information regarding the performed action:

- Action date

- Action type

- Action status

- Performed by

Duplicates management
@ e-Portal Home

Transactions Actions history
NAVIGATION

lal Dashboard Action date : Last 13 m... Action  Location  Actionstatus  Performed by Reset
> [B) Immediate reports
13 action(s) found = Customize display L

> [ scheduled reports
Actiondate J| & Country city Store Action Action status Performed by Amount s
v 3 Transaction management

2024-05-25 04:00:00... ltaly Rome North_Rome Reject transaction Failed Imen CHAKROUN EUR14.26 2

Cheque manual entry

MOTO H 2024-05-23 03:58:28, Italy Rome North_Rome Reject transaction Processing Imen CHAKROUN EUR 14.26 Ed
Reguests management i 2024-05-23 03:58:07. Haly Rome North_Rome Process ransaction Processing Imen CHAKROUN EUR13.20 2
Duplicates management

2024-05-20 04:13:59.. aly Rome North_Rome Process transaction Processing Imen CHAKROUN EUR14.26 2

> [J Risk prevention
2024-05-20 04:13:00 Italy Rome North_Rome Reject transaction Processing Imen CHAKROUN EUR13.20 2
[El Merchant reports
2024-05-15 05:10:01 Haly Rome North_Rome: Process transaction Failed Imen CHAKROUN EUR 4702 el

3.3.5 Protect yourself from fraud
Warning! This feature is restricted to Instore payments.

Transaction management is an optional feature, available with your e-Portal access only if specified in
the contract your company signed with Worldline.

The use cases described in this section are accessible via the Risk prevention menu, which allows you to
reject cards or cheques from your stores, by entering the corresponding information.
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Omnichannel Reporting

> @ Immediate reports
H Scheduled reports
~ T3 Transaction management
Chegue manual entry
~ O Risk prevention

Chegques blacklist

[E] Merchant reports

3.3.5.1 Prevent a transaction

3.3.5.1.1 Grey list

The Grey list feature allows entering tokens manually and adding them to a list of cards you want to see
rejected from your stores. The token is a surrogate value of the PAN that is not sensitive and is used
exclusively to identify a credit card.

Click on Add token

and add a token
manually to reject
the corresponding
: card from your
Thﬁ%:;l;%r:: ';fr?:d stores. The token
4 appears
automatically a r
inthe greyy %:ea auton:;:lcally in the
upon
@ ePoraivome o confirmation
T Grey list tokens. Grey list removed tokens
Checkthe boxin | " omni || Fa L ey ] e
regards to the fd reports TR
selected token, then Slnmiee [ conoen |
click Remove token, s Regisraton Date 1 Regsiedby Comment
and confirm. jention
The card 23/11/2020 11:32:42 najd abdmouleh@groupe-teinet net
00"::::: dwi:ﬁgbt: et 1] 18/11/202011:0126 ‘eportal vé@ingenico.com
acoyeoput::;gr:;n in i/ 18/11/202011:0016 ‘eportal.vé@ingenico.com

temepepage 10 v 1wt K < > >

Click on Edit token to enter or

Add a comment

ge a e g
this token, that will appear in the
“Comment” column of the table

Your comment
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3.3.5.1.2 Blacklist cheques

The blacklist cheques feature allows entering a cheques account number manually and adding them to a list
of cheque accounts you want to see rejected from your stores.

Click on Add
The menu allows to
perform a search cheque account
’ to add an account
based on the account ek
number or forcini i
type 2 rejected from your
' stores
@ & Poctal Hoe Cheque accounts blacklist
Account number Forcing type Reset @ Add cheque account  YY
> |l Immediate reports
B scheduled reports
/Add cheque account X

> ©3 Transaction management
v O Riskprevention foase select 8 zone from the Kwestlevel
Grey List

Cheques Blacklist 20123456 2012345676901 A 012345678901

& Merchant reports

Enter the information
required (bank code
and accountnumber)

then click on Add.
Any cheque Magativa
corresponding to this
account number will
be added to the list
and rejected from
your store.

3.3.5.2 Find fraud linked to a given card

The main use of a PAN-based search concerns chargeback handling and police requests. The full PAN
number allows to obtain all related transactions, displayed in a table. Beware that the total number of
searches in limited to avoid fraud.

Select the PAN-based search menu, then follow the descriptions below.

In this window, you can also:

- Export the result of your searchin CSV or PDF
formats,

- Customize display to show or hide the columns

of your choice (you then validate or reset).
PAN: 4024007196150782 || Transaction date(server).. T G IR Reset . Y )

Set your criteria using the filters.
Entering a full APN number is
mandatory. Then click Search

PAN-Based searc!

The portal

displaysin a )
table the 5 Transaction(s) found = Customize display & Bport
transaction
information for Server date IF Receipt date Amount Country City Store Transaction type Mode
this PAN
number
2020-11-20 10:55:2... 2020-11-20 10:55:2... EUR 23.00 Italy Rome North_Rome Payment Onlin

0-11-13 03:03:2 2020-11-1303:03:2 EUR-21.00 Italy Rome North_Rome Original Credit Onlin

For each

transaction, a -11-13 02:25:2. EUR 32.00 Italy Rome North_Rome Payment Onlin
menu allows you
to view the -11-13 02:21:0 EUR 34.00 Italy Rome North_Rome Payment Onlin
corresponding
receipt .or its -10-19 05:08:1 EUR150.27 Italy Rome North_Rome Reservation Onlin
details
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N Financial reconciliation is an optional feature. It is only available in e-Portal if it was specified in the
. contract signed by your company with Worldline.
e-Portal allows you to view additional acquiring information on the transactions accepted by Worldline. You
can also identify transactions which were present in the acquirer’s reports but could not be reconciled with
transactions known to Worldline.

Additionally, you can subscribe to one or more daily reports allowing you to integrate the necessary
information for the proper maintenance of your accounting or information system.

The use cases described in this section are accessible within the standard Immediate Reports or Scheduled
Reports functions, presented in the previous sections. We recommend that you read them before continuing
with these use cases.

Refer to the section Find details on a specific transaction and then follow the explanations below to view the
financial reconciliation information.

Reports
@ ePortal Home
Location

Amount Transaction type

¥ |l immediate reparts 15 Transaction(s) found

/'.V 7.‘\
For each
transaction, you

Reports

Transaction channe Am{ Settlement date Server date POS nterchange fees

Capture

In Store ust 2020-11-25 02:00:1 50140101 USD 0.00

[ scheduled reports
> O Risk Prevention

M Merchant reports

Transaction Details

In the lower part of
the window, a
button allows you to
export all the
information
concerning this
transactionin PDF
format.

Amount: EUR 56.49

In Srom u
View transaction details

View Receipt

i sale Y S —_

In Store USD 845.72

In Store

3

Acquirer information

quirer |

USD 99.29

access a drop-down
menu with several
options : click on
View transaction
details

USD0.00

usD0.00

10123000000

EUR 0.00

10123000001

EUR 0.00

scqref.data

EUR 0.00

2020-11-25 03:00:0,

2020-11-25 04:00:0...

2020-11-25 05:00:0.

2020-11-25 06:00:0.

2020-11-25 07:00:0...

50140101

50140101

50140101

50140101

50140101

USD 0.00

USD 0.00

USD 0.00

USD 0.00

USD 0.00

The additional financial reconciliation fields can be identified in the Data Dictionary, with the tag
“Reconciliation” in the functional option.
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3.4.2 Non-reconciled report

The non-reconciled report allows you to retrieve the transactions that were present in the acquirer’s reports
but could not be reconciled with transactions processed by Worldline.

Note: there is no action possible on these transactions (no refund by web / sale by web for example).

Non reconciled

Settlement date : Last ... Location Transaction channel

1359968 Non reconciled transaction(s) found

(@ e-Portal Home

NAVIGATION

~ B mmediate reports

Ji il

ourn Settlementdate 17 Acquirer receipt date Amount

Capture
2022-07-31 2022-07-30 2381
2022-07-31 2022-07-30 7294

[ scheduled reports
2002-07-11 2022-07-30 3668
> O nisk prevention

2022-07-31 022-07-30 1942
20020711 2022-07-30 8035

3.4.3 Subscribe to a reconciliation report

Amount

Currency

EUR

Merchant ID

FORMAT

3.4.3.1 Subscribe to a daily report of transactions

Card number

SITE

GROUP

See section Subscribe to a report and then follow the explanations below to subscribe to a daily

reconciliation report.

Ze-Portal ~ [ZY Transaction Reporting

Scheduled reports
@ e Portal Home s

Active  Inactive
NAVIGATION

> |al Immediate reports. 7 Report(s) found

) scheduled reports
Subseripuen name Stats

> 3 Transaction management
Oitest Available -
> () Risk prevention

Test In-store university Active 2021-02-12 02:29:59 AM

AN Merchant reports

rapport_date_trx_reconcili.

Available -

Choose your report type

Subscribe

Select your report origin

I @ Report origin & type: ] Journal
© Location

Select your report type
© columns:
; Report on Reconciliation date
© Fitters
© setings: gecop oo ion data.

| © Report on Reconciliation date I
eport on Delta acquirer

e-Portal

© Worldline

2021-02:04 06:00:52 AM

2021-02:11 02:01:42 AM

Choose Report on
reconciliation date

then click Next at

each step.

Frequency

Daily

One Shot

One Shot

« Back to old version

T
= Customize display & Export
Acquirer ID Merchant ID T
49740030004 057683
49740030004 2057683
49740030004 4057683
25720030004 2057683
49740030004 4057683
Click on
Subscribe
eportal V6 usdl ¥  ingenico
owner
eportal vé@ingenico.cem
eportal. v6@ingenico.com
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To ensure data completeness, choose “Transactions reconciled: Yesterday (D-1)”. If you require the latest
data, you may select “Transactions reconciled: Today (D)”, but note that data availability depends on when
the acquirer submits the files: using today’s date may result in incomplete reconciliation reports.

The remaining the steps similar to those described in the section Subscribe to a report. You can choose
specific financial reconciliation columns such as the reconciliation status or information from the acquirer
report that was used during the reconciliation.

The relevant fields can be identified in the Data dictionary below, with the “Reconciliation” option.

See section Subscribe to a report and then follow the explanations below to subscribe to a weekly report of
transactions that were not reconciled as they are unknown to Worldline.

Click on
Subscribe
~ —
TiePortal | v [J Transaction Reporting « Backtooldversion  eportalVGusePSw T¥  ingenico
(@ eFortal Home
Active  Inactive
> lul immediate reports 7 Report(s) found
£ scheduled reports
Subseripuon name stz Expected generation date Generaton date Frequency ormat Report ype
> 3 Transaction management
Olitest Available . 2021-020406:0052AM  One Shot csv Transaction eportal vb@ingenico.com
> O nisk prevention
Test In-store university 4 20210212 02:29.59 AM 20210211 020142 AM  Daily csv Transaction eportal vb@ingenico.com
A Merchant reports
rapport_date_trx_reconcili... Available - - One Shot csv Reconciliation eportal.vb@ingenico.com

Choose your report type X
Subscribe

Select your report origin

[ @ Report origin & type: I Joumal

Select your report type Choose Report on

delta acquirer then

Report on Delta acquirer -~ .
) click Next at each
/
Report on Transaction date ’/ slep.
A
Beaad dai /
N\ _J
© Report on Delta acquirer I

The rest of the steps is like those described in the section Subscribe to a report. However, you can only
choose columns or filters related to the acquirers’ reports.

The relevant fields can be identified in the Data dictionary below, with the “Reconciliation” option.
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API Keys are authentication credentials that enable secure server-to-server communication between your
payment system and Worldline Direct API. By generating API Keys in the e-Portal Product Boarding, you can
authorize payment requests, process transactions, and integrate Direct APl seamlessly into your applications
without exposing sensitive credentials on the client side.

This guide walks you through generating a unique APl Key and API Secret pair in the e-Portal.

e Security First: Your API Secret is visible for only 60 seconds after generation—copy and store it
immediately in a secure vault or password manager

e Easy Setup: Generation happens in moments with just a few clicks

¢ Backend Integration: Share the credentials only with your technical team for server-side
configuration

¢ Monitor & Track: Use the e-Portal dashboards to monitor APl usage and transaction status in real-
time

Constraints and limitations
1. Function is available only for Customer with GoPay product activated.
2. Permissions - external users with Gopay API keys and Webhooks read write permission
3. Access is no restricted to specific structure part

1. To get to the customer structure view, you need to login to the e-Portal
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2. Then you need to choose the GoPay Self-Provisioning (1)

Product boarding

Manage your stores, contracts and POS

i

g =Y

f Smart routing

€ GoPay Self-Provisioning 0

4.1.3 Customer not fully configured

1. If the customer has no GoPay product activated, then the API Keys table will not be visible.

2. Please contact Worldline support and consult the issue.

Customer is not fully configured. Please contact Worldline support.

4.1.4 Displaying APl keys
1. The API Keys module contains a table displaying all API keys associated with the selected Merchant
Group.

2. Todisplay API keys linked to a specific MG, select the MG from the filter (2) list. On the top you will
find Top Merchant Group.

3. Currently, it is not possible to retrieve data for multiple MGs simultaneously (you can choose only one
MG at the time).

4. If a customer has only one Merchant Group, the system will automatically fetch the data for that MG
by default when the user enters the module (3).
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Statuses
STATUS MEANING
Active The API Key credentials are active and can be used.
Expiring soon Less than 1 month until expiration date.
Expired The API Key credentials are no longer active and cannot be used.
@ API Keys
Joanna KALABINSKA @
(@) e-Portal Home APl Keys
Manage your API keys in order to create server-2-server calls for your webshop, For more information an how to integrate, you may refer to our documentation
88 APiKeys Select a Merchant Group from the list to display related API Keys: e 6

Merchant Group: SeamenTophG1

1 API Key(s) found

APl Key Status Merchant Group Expiration date

DBEE370303325AEDA423 SeamenTophlG 2026-08-15

1. When clicking the "Generate" button (4), a side panel with a stepper will open, guiding you through
the process.

2. STEP 1 - Choosing Localisation (5)
In this step, you can select the location for the new API key (only one option can be selected):

o "On the Customer level” for the Top Merchant Group
o Merchant Group (from the list)

3. Ifthere is only a Top Merchant Group available, the system will automatically select it and will not
present other options.

4. Once the location is selected, click the Next button to proceed.
STEP 2 - API key generation. A form will appear containing the following fields:

o Location (6) (read-only; either the Top MG or MG for which the API key was generated,
selected in the previous step)
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o API Key (7) (read-only)
o Secret API Key (8) (read-only) — note that the secret will be visible only for 60 seconds
o Expiration Date (read-only)

6. You can copy the API key or secret to the clipboard by clicking the copy icon.

Location selection X

Generate API Key

Select the location you want your payment API to access.

© On the Customer level e

o Location selection

e API key generation

Merchant Group

APl key generation X
Generate APl Key

Location
° Location selection HABAETS e
9 API key generation API Key ID

A42A841BD51DD41D7746 lr:l o

Secret API Key
48C33F77CACO4F 2A406A990DDFOF60E4847D2E6068631CDB7730ECI8DIAE3DIBE74037D139EDDBA53706010F5575C027452 (@]

CB9OE62A328D6D164D9D742D463C31 e
Secret APl key visible for 45s &

Expiration date 2026-09-19 15:04:33

4.1.6 API regeneration

1. At this moment, there can be one active API key for a location.
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If there is an active API key for the selected location, a message (9) is displayed.

If you want to continue, re-generation will cause the existing API key to be retrieved and a new one to
be generated.

4. Otherwise ,the process will return to the previous screen.

Are you sure you want to revoke the APl Key and replace it with a new one?

o No Yes

4.1.7 What next?

Next your tech team can configure these credentials in your systems, to authenticate all payment requests
sent to Worldline's Direct API endpoints (refer to Direct AP| Authentication Documentation for technical
details).

If the server-to-server communication configuration is successful and customers start making their first
transactions, these will be visible in the reports in the e-Portal.
1. To access the reports, select Inmediate reports (10) on the Omnichannel Reporting dashboard.

2. Then go to Journal (11).

3. All data will be displayed on the screen according to the report settings (12).
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Omnichannel Reporting

View and manage all your payment transactions

lal Dashboard

il [ Immediate reports @

B Scheduled reports

@ Omnichannel Reporting

lsg) Dashboard

v @ Immediate reports

Journal @

> 6 Scheduled reports

SELECTED CUSTOMER

¥ GoPay eCom PREPR.. & | ¥ Omnichannel Reporting

Journal @
T

Ste-Portal

@ e-Portal Home
Transaction type
NAVIGATION

Scheme  Applicationname @ More filters

Reset

Order ID (Worldline)

lal © 10 Transaction(s) found
v Immediate reports Saerver date PSPID Scheme Transaction 1D (Woridiine)
Journal
1 202510-01 015454 PM testapmol IDEAUINS

Totals b
o

H 2025-10-03 10:13:55 AM testapmol A2A \
> B scheduled reports “

B 2025-10-06 09:53:04 PM TESTePortsiPSPID

> ."_;' Transaction management

I 2025-10-07 04264 PM testapmol «\

1 2025-10-03 10:0138 AM w A2A

1 202510-03 10:01:24 AM tostapmeli A2A

1 2025-10-0203:4154 PM testapmoll A2A 200000
2025-10-03 10:07:44 AM testapmoli A2

1 202510-010155:56 PM testapmli IDEALING

e-Portal
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Transaction status

Decined

Decined

Decined

Dectned

Dectred

Decined

Dectined

Sebastien FANTONE

®  WORLDUNE &

£) Crestoasubscription vy €8

Order reference

Operation group refere!

_6I75219119197650.

Order-4

39453115246 74801818

Order-3

Order-3

Order-3

Order-1234

Order-3

e 6375219119197650.
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Webhook key & Secret are authentication credentials that enable secure server-to-server communication
between your payment system and Worldline Direct API. You can input yours credentials in the e-Portal
Product Boarding to send them to GoPay ecosystem. Thanks to that you can authorize payment requests,
process transactions, and integrate Direct APl seamlessly into your applications without exposing sensitive
credentials on the client side.

This guide walks you through managing Webhook & secret pair in the e-Portal.

e Security First: Your Webhook Secret is only visible when entering the key pair. Once saved, the
secret key will no longer be visible. The information is not available on the e-Portal.

e Setup in just 2 steps: First, enter the key details and create a Webhook pair. In the next step,
configure the endpoints.

e Monitor & Track: Use the e-Portal dashboards to monitor Webhooks usage and transaction status in
real-time

Constraints and limitations
1. Function is available only for Customer with GoPay product activated.
2. Permissions - external users with Gopay API keys and Webhooks read write permission
3. Access is no restricted to specific structure part

3. To get to the customer structure view, you need to login to the e-Portal

4. Then you need to choose the GoPay Self-Provisioning (1)

Product boarding

Manage your stores, contracts and POS

- f Smart routing
?‘, GoPay Self-Provisioning
-e-Portal v Product boarding

@ e-Portal Home

Webhooks
The list below dis
OF APIKeys Select a Merch
W (5,% Webhooks
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4.2.4 Customer not fully configured

3. If the customer has no GoPay product activated, then the Webhook's table will not be visible.

4. Please contact Worldline support and consult the issue.

Customer is not fully configured. Please contact Worldline support.

4.2.5 Displaying Webhooks

Group.

The Webhook module contains a table displaying Webhook associated with the selected Merchant

6. To display Webhook linked to a specific MG, select the MG from the filter (2) list. On the top you will

find Top Merchant Group.
MG at the time).

by default when the user enters the module.
Tle-Portal v Product boarding Joanna Kalabinska ®  WORLD

@ e-Portal Home
Webhooks

The list below displays the webhook keys used to sign all messages sent to you. For more information on how to integrate webhook, you may refer to our documentation.

OF APIKeys Select a Merchant Group from the list to display related Webhook:  Merchant Group e

@ Add Webhook
&S Webhooks

O APIKEYTESTMG

O APIKEYTESTMG
O APIKEYTESTMG_2
O APIKEYTESTMG_4

O APIKEYTESTMG_5

42.6  Webhook adding

the screen.

2. STEP 1 - Choosing Localisation (4)
In this step, you can select the location for the Webhook (only one option can be selected):
o "On the Customer level” for the Top Merchant Group

o Merchant Group (from the list)

If there is only a Top Merchant Group available, the system will automatically select it and will not
present other options.

e-Portal

© Worldline

Currently, it is not possible to retrieve data for multiple MGs simultaneously (you can choose only one

If a customer has only one Merchant Group, the system will automatically fetch the data for that MG

To start the process, click the “Add webhook” (3) button. After clicking, a side module will appear on
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Once the location is selected, click the Next button to proceed.

STEP 2 - Adding Webhook's credentials (5). A form will appear containing the following fields:
o Webhook key ID (obligatory; between 10-30 characters)
o Secret webhook key (obligatory, between 64-256 characters)

Once the credentials are filled up, click the Create button to continue.

If the Webhook is created correctly, you will be informed about it with a notification.

Sle-Portal v [67] Product boarding Joanna Kalabinska ® | WORLD

(@ e-Portal Home

Webhooks
o The list below displays the webhook keys used to sign all messages sent to you. For more information on how 1o integrate webhook, you may refer to our gocumentation
OB APIKeys Select a Merchant Group from the list to display related Webhook Merchant Group: APIKE... o

& Webhooks
1 Webhook Key(s) found

Webhook Key ID Merchant Group
123058780123456789 APIKEYTESTMG
10 hd
Webhook key X
Location selection x

Add a new webhook
Add a new webhook ki Webhook Secret key will only be displayed once, make sure to copy it
Select the location you want your webhook to access. ey somewhere safe.

key
~ : @ @ Location selection Webhook key ID* e
Merchant Gr .
© Merchant Group o @ Webhook key Key 0TKey 01 0
@ webhook key -
-- Chocse one -- ~

Secret webhook key*

v
Key 01Key_D1Key_ 01Key_01Key_01Key 01Key 01Key 01Key 01Key 01Key_ 01

Q

© -- Choose one
() APIKEYTESTMG.S ¥
() APIKEYTESTMG_4
() APIKEYTESTMG_2

() APIKEYTESTMG1

: =
5. STEP 3 - Endpoints configuration. For the Webhook to work, you need to defined endpoints as well
(up to 5). The screen for adding endpoints will automatically open upon successful submission of the
Webhook credentials and secret (6).

6. Endpoints can be edited in the details of a specific webhook. To do so, select the 'Details’ option from
the webhook's context menu. Right-click the selected webhook (context menu) and choose Details.

7. The details view and endpoint configuration option includes:
a. Webhook Key ID (7) (read only) - can be copied
b. Endpoint list (8) - here you can delete endpoints
c. Add endpoint (9) - text field where you can enter a new endpoint
After entering a new endpoint, add it with the Add endpoint (10) button
When finished editing, save the changes with Save (11).
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427 Webhook recreate

1. At this moment, there can be one Webhook for a location, but Merchant can change it.

2. To enter new credentials, you need to repeat the 'Webhook Adding' process and select the correct
location. In this case, a confirmation message will be displayed (12)

3. If you want to continue, re-creation will cause the existing Webhook to be overwritten. Endpoints will
remain unchanged (they will be the same as in the overwritten Webhook).

4. Otherwise (if you click 'NO'"), the process will return to the previous screen.

Are you sure you want to replace your current Webhook with a new one?

@ No Yes

428 What next?

Next your tech team can configure these credentials in your systems, to authenticate all payment requests
sent to Worldline's Direct API endpoints (refer to Direct AP| Authentication Documentation for technical
details).
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API

API Key
Credentials

Asset
Tracking
BIN

Card PAN

Ccsv

Endpoints (in
webhook
context)

ERP

FTPS

GPRS

ICC

KPI

P2PE

PCI

POS
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Application Programming
Interface

Credentials for secure server-
to-server communication

Option of the TMS

Bank Identification Number

Card Primary Account Number

Comma-Separated Values

URL’s that are a part of
Webhook configuration

Enterprise Resource Planning

File Transfer Protocol Secure

Global Packet Radio Service

Integrated Circuit Card

Key Performance Indicator

Point-To-Point-Encryption

Payment Card Industry

Point Of Sale

Public

Set of routines, protocols, and tools for building
software and applications.

Credentials consisting of an API Key and API Secret
used for authenticating requests sent to API
interfaces.

Service designed to track terminals through their entire
life cycle, from customization up to phase out
Leading six digits on a payment card (credit, debit,
stored-value, gift and other similar cards).

Also referred to by issuers as an "issuer identification
number (IIN)".

Anti-fraud measure available on some credit-card-
processing point of sale (POS) terminals as part of a
merchant account service.

A CSV file stores tabular data (numbers and text) in
plain text. Each line of the file is a data record. Each
record consists of one or more fields, separated by
commas.

URLs (HTTP/HTTPS) to which the system sends
webhook requests.

Business management software - typically a suite of
integrated applications — used by a company to
collect, store, manage and interpret data from many
business activities.

Extension to the commonly used File Transfer
Protocol (FTP) that adds support for the Transport
Layer Security (TLS) and the Secure Sockets Layer
(SSL) cryptographic protocols.

Packet oriented mobile data service on the 2G and 3G
cellular communication system's global system for
mobile communications (GSM).

Any pocket-sized card with embedded integrated
circuits such as banking card.

Performance measurement allowing to evaluate the
success of an organisation or activity. Within the e-
Portal, KPIs give access to Instore, Online and multi-
channel transaction figures.

Payment security solution that instantaneously
converts confidential credit card data and information
into indecipherable code to prevent hacking and fraud.
Businesses associated with debit, credit, and other
payment cards. By extension, set of security
requirements for credit card processors.

Location where payment is accepted, time and place
where a retail transaction is completed. By extension,
card reader.

Page 55 of 56



Public

Scheduled Available from the Instore Scheduled Reports are large volumes of data for
Report Payment menu advanced analysis; they can be one-shot or periodic
and are of three types:
e Journal provides a complete transaction log
e Reconciliation gives information on the
reconciliation transactions
e Overview summarizes information on all payment
transactions made at a given POS
SFTP SSH File Transfer Protocol Network protocol used for secure file transfer over
secure shell and providing file access, file transfer,
and file management functionalities over any reliable
data stream.

SSH Secure Shell Network protocol for secure data communication and
remote command execution.

TMS Terminal Management Service | Service used to report the configuration of a merchant
estate and upgrade payment terminals

Webhook Credentials for secure server- | A set of credentials used to authenticate webhooks

Credentials to-server communication between two systems. Includes:

e Webhook Key - identification key
e Webhook Secret - secret key for signature
verification.
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